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Abstract of the contribution: This contribution proposes to map the test case in Annex D.4.3.4 – SYN Flood Prevention to the relevant sub-clauses in TS.33.117 (Generic requirements). 
Note that there are no MME-specific parts to be mapped.
The first section of the contribution copies the text from TR 33.806, D.4.3.4 and adds Word comments explaining where the text will be mapped to in the TS. The current contribution maps Annex D.4.3.4 to TS.33.117 5.3.3.1.4. 
The second section of the contribution provides a pCR to TS 33.117.
1 Annotated text from TR 33.806
D.4.3.4 	SYN Flood Prevention 	Comment by ALU: Mapped to TS.33.117 5.3.3.1.4.

Test Name: TC_SYN_FLOOD_PREVENTION
Requirements: Requirements Reference- B.4.3.X. Syn Flood Prevention.
Purpose:
Verify that the MME supports a Syn Flood Prevention technique. 
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on.
· The MME is listening on a TCP port on interface IF1.
· Network traffic analyser on the MME (e.g. TCPDUMP)
· A Host 1 is connected to IF1 and it is equipped with a tool able to reproduce a Syn Flood attack (e.g. nmap or hping)
Execution Steps
1. The tester configures the tool on Host 1 to send a huge amount of  TCP Syn packets against the MME (e.g. hping3 -i <waiting time between each packet>  -S -p <TCP port> -c <Number of packets>  <MME IP>)
2. The tester runs the network traffic analyser on the MME.
3. The tester verifies that the MME correctly receives this packet but discards them without any fault (i.e. the MME is still up and running normally, its services are still available and reachable, the memory is not exhausted, there is no crash).
Expected Results:
The MME does not become inoperative.
Expected format of evidence:
NA

2 pCR to TS 33.117 (generic requirements)
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Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:
The network product shall support a mechanism to prevent Syn Flood attacks (e.g. implement the TCP Syn Cookie technique in the TCP stack by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION 
Test Name: TC_SYN_FLOOD_PREVENTION
Requirements: Requirements Reference- B.4.3.X. Syn Flood Prevention.	Comment by ALU: Delete as its already covered above.
Purpose:
Verify that the Network Product supports a Syn Flood Prevention technique. 
Procedure and execution steps:
Pre-Conditions:
· The Network Product is listening on a TCP port one of its interfaces.
· A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available
· 
· A host is connected to the Network Product interface and it is equipped with a tool able to reproduce a Syn Flood attack (e.g. nmap or hping)
Execution Steps
1. The tester configures the tool to send a huge amount of  TCP Syn packets against the Network Product (e.g. hping3 -i <waiting time between each packet>  -S -p <TCP port> -c <Number of packets>  <MME IP>)
2. The tester runs the network traffic analyser on the Network Product.

3. The tester verifies that the Network Product correctly receives these packets but discards them without any fault (i.e. The Network Product is still up and running normally, its services are still available and reachable, the memory is not exhausted, there is no crash.
Expected Results:
The Network Product does not become inoperative.
Expected format of evidence:
A Pass/Fail result provided by the tester.
Test case: 
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