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Peter (CESG) gave a presentation on MCPTT security: S3-160268.
Samsung commented:
- For PCK distribution, it is not clear in the current SA3 TS the mechanism by which MIKEY content is embedded into the SIP Offer. Is RFC4567 an appropriate reference?


CESG: RFC 4567 describes how MIKEY may be embedded into SDP via an SDP attribute: 'a=key-mgmt mikey [base64]'. Other content in RFC4567 may not be applicable. How the PCK and PCK-ID should be used with the MIKEY message is described in TS 33.179.

- For a group, do all MCPTT clients receive the same GMK?

Yes. All clients within the same group receive the same GMK by unicast via the notification message. Each time the GMK is encrypted for a specific user, so the message cannot be multicast. For certain groups, the MCPTT Server may also need to be notified as it may also require the GMK, either for floor control, transcoding or mixing. GMK provisioning is independent from call setup flows.
- Are the keys stored in the KMS?


CESG: No, the KMS is not involved in group communications or private call communications. The KMS only has a relationship with the MCPTT user (it is best viewed as a server for provisioning a sensitive part of the user profile).
- Are the IANA registrations specific for MCPTT. What is the process that we are expecting to follow?

CESG: The IANA registrations are for features specifically designed for MCPTT. They have been defined as SA3 has found in its work that there are extensions to protocols that would help make MCPTT more robust. If these registrations cannot be made there is the chance of confusion. SA3 hopes that CT1 has greater expertise in IANA registration, and will be making other registrations as part of defining stage 3 of MCPTT. 
Blackberry: Is integrity protection included as part of SIP application security?

CESG: A mechanism is defined, but it has not yet been agreed. The use of integrity protection on the entire XML document is still under discussion.Samsung: How is signalling protected along its path. There could be up to 4 MCPTT servers possible between any pair of MCPTT UEs. Is an inter KMS interface needed? Has SA3 discussed this?

CESG: MCPTT application signalling is for public safety use only in the home network in Rel-13. The assumption in SA3 has been that there is a single  MCPTT server. An MCPTT UE will connect to the MCPTT Server to which it is authorised. The XML will be encrypted in the first hop to the MCPTT Server, and decrypted by the server on receipt.. 

Airbus: Can we assume that we should avoid sensitive information as attributes in XML?
CESG: Yes, as for Rel-13, SA3 has only agreed a solution for encrypting content. The XML should be designed to put sensitive information into an element's content, rather than into an attribute.

Motorola presented C1ah-160084:
CESG: MCPTT providers have the responsibility to secure the means to connect to each other. NDS (IPSec) is defined to support this.
Motorola presented C1ah-160078:
On question 2, Tim (Motorola): All devices auth in the service provider will negotiate with the server how to get the client Id. It depends on who builds these servers the way of proving the Id will vary. They could support pre-provisioning or they could support the OPenID Connect dynamic registration standard We wanted to allow this Identity providers to uniquely provide the Ids to the clients.

Question 3: We can, SA3 will be happy to come to a conclusion.

Blackberry: we need to specify in a standard the communication between terminal-network, without having to talk to vendors for this. I have a problem with this.

Alcatel-Lucent: non interoperable concerns when communicating with the Home Identity server. How you know the client secret is not in SA3 scope.
Motorola: clientID is the Id for OpenID protocol. Parameters configured in SA6. 

Antle: SA3 doesn't have a strong requirement on this? 

It was commented that as long as it is within the OpenID Connect standard, SA3 would be happy.

Question 4: It was commented that if embedded as a string within XML, the mechanism for protecting sensitive application data in the signalling plane may be used.

Samsung: What type of SIP method SA3 does recommend? Can the access token be encrypted?
Tim (Motorola): We have a draft to be reviewed, how we  would transfer the token from client to the server. The access token may be sent in a SIP REGISTER message or in a PUBLISH message depending on the implementation.

Motorola: The intial transfer of the token is in HTTP/TLS tunnel between the IdM server and the MCPTT UE. There is no encryption of the token performed in the IdM server.
Andrew (Blackberry):MCPTT server should support both mechanisms of transferring the access token.

Motorola: If the register is allowed to continue without access token to proceed normally we need a method to transfer the access token after registration. This is under discussion.

Motorola (CT1): answer to question 4 is then where the client obtains the client-server key. Where is the key originated from?
ALU: the key is generated by the client and sent across to the server through MIKEY message.

Tim: CSK is generated in UE, you need the identity based key material from the KMS.

Samsung: if a MCPTT client is also a VoLTE client, then the client is mandated to register. There would be a need to do SIP publish. Motorola agreed, we shouldn't delay the IMS registration whether the access toke is available or not.
Document C1ah-160046: presented by Samsung.
Motorola Solutions: CSK is fully known by the other types of servers in the same system. CESG commented that this is not the case based on the current proposed solution.
Andrew (Blackberry): we don't support security between primary and partner systems in this Release.

CESG: Any server to server link can use IPSEC, it's an option for the service provider. 
On question 5: multihop path for MCPTT scenario when we can have up to 4 MCPTT servers , has SA3 considered this? Motorola commented that from what he had heard, SA3 has looked at the first path between client and server but not this case. 
Samsung: MCPTT Id and group Id are an URI, it doesn't have to be routable. NDS between the server (use of IPSEC) doesn't protect the application in the SIP core, this data needs to be encrypted. Is there an interface between KMS?

CESG: we haven't defined any security mechanism to protect the identities for server to server communications.

[N.B. by the end of the meeting SA3 had defined a mechanism to achieve this.]

Motorola: NDS terminates at security gateways or in the server?

CESG: Implementation issue, not to be defined by SA3 where to put a security gateway.

Andrew (Blackberry): Rel-13 will cover to inteconnect all the 65000 agencies in the US for example?
Martin (AT&T): 65000 agencies in the US, but we are looking into a single provider. There won't be a relationship between the agencies.
Antle commented that email approvals for MCPTT in SA3 would have a bad effect on CT1's work. Also, that the questions from CT1 seemed to have been answered. He thanked SA3 for its help and after this the joint meeting was closed.
