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**** FIRST CHANGE ****
6.6.3.1
General

There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery. The security measures for both of these are identical and are reusing the following aspects:

-
the key provisioning mechanism that ProSe one-to-many commuication uses, whereby a root key is fetched (the PGK – see subclause 6.2.3.1 of the present specification) along with associated security information; and

-
the mechanisms defined for restricted discovery in terms of protecting the discovery messages over the air (see subclause 6.1.3.4.3 of the present specification with the needed DUIK, DUCK and DUSKs derived from the root key).

Editor’s note: The method of providing replay protection is FFS.


**** NEXT CHANGE ****
6.6.7
Protection of discovery messages between the UEs
The protection of ProSe Public Safety Discovery Message over PC5 is very similar to that of Restricted Discovery. When sending and receieving a discovery message, the UE uses the PSDK that has not expired and has the earliest expiration time to derive the needed subkeys for the security of that message. 
In order to protect the discovery messages over PC5, the UE first calculates the necessary (as indicated in the security meta-data) DUSK, DUCK and DUIK for the particular discovery using the appropriate PSDK. To this end, a KDF is used to derive each of the keys indicated in the security meta-data, as follows:
· If the security meta-data indicates a DUSK should be used, then the UE derives the DUSK from the PSDK using a KDF as in Annex A.X
· If the security meta-data indicates a DUCK should be used, and an Encrypted_bits_mask is included, then the UE derives the DUCK from the PSDK using a KDF as in Annex A.X

· If the security meta-data indicates a DUIK should be used, then the UE derives the DUIK from the PSDK using a KDF as in Annex A.X

A sending UE then follows subclause 6.1.3.4.3.2, while a receiving UE follows subclause 6.1.3.4.3.3 except that it never sends the discovery message to the ProSe Function for MIC checking.

Editor’s note: It is FFS whether scrambling is mandatory to support for Public Saftey UEs.
**** NEXT CHANGE ****
A.X
Calculation of discovery keys from PSDK
When calculating a DUSK, DUCK or DUIK from the PSDK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4F

-
P0 = 0x00 if DUSK is being derived, 0x01 if DUCK is being derived, or 0x02 if DUIK is being derived
-
L0 = length of P0 (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm identity shall be set to 0x00. Later releases may define other values. 

The input key shall be the 256-bit PSDK.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
**** END OF CHANGES ****

