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Annex X (Normative)
LTE - WLAN aggregation via Xw interface
[bookmark: _Toc406078486]X.1	Introduction
This clause describes the security functions necessary to support a UE that is simultaneously connected to an eNB and a WT for LTE-WLAN Aggregation as described in TS 36.300 [30]. 

The LWA architecture is shown in Figure X.1-1. 
Figure X.1-1 LWA architecture
For LTE-WLAN aggregation the end-points of user plane encryption remain at the respective PDCP layers of the MeNB and the UE.   For this reason user plane traffic does not require additional encryption between UE and WT, however, 802.11 management (control) frames do benefit from encryption on the WLAN air interface.  
A UE needs to be authenticated and authorised to access the WLAN in order to open the WLAN controlled port and to enable user plane packets to flow through the WLAN network.
X.2  LTE-WLAN aggregation security
X.2.1  Authentication and authorisation to utilise the WLAN
The UE obtains authorisation to utilise WLAN resources by successfully completing an 802.1X authentication procedure over the WLAN using a variant of EAP-AKA’ in which the MeNB takes on the role of EAP server.  In addition input key and string parameters to EAP-AKA’ are modified, this leads to the definition of a new EAP method defined in X.2.4 called EAP-LWA.
X.2.2  Authentication handling by MeNB
In Figure X.2-1 the MeNB plays the role of EAP server as defined for EAP-AKA’.  


Figure X.2-1 System architecture based on use of 802.1X authentication
Characteristics of the solution are;
·    EAP messaging between UE and WLAN (authenticator) is the same as for EAP-AKA’    
·    EAP messaging between MeNB <-> WLAN is the same as that between WLAN and 3GPP AAA server for the case of conventional EAP-AKA’.
·   The MeNB is capable of autonomously completing the EAP authentication procedure with the UE (without accessing a 3GPP AAA server/HSS). 
 Figure X.2-2 illustrates a message sequence chart for the case where the MeNB takes on the role of EAP authentication server. 



[bookmark: _Ref432514400]Figure X.2-2 Message exchange for WPA2-Enterprise authentication with MeNB as EAP authentication server. 
X.2.3 Routing of authentication and authorisation traffic from WLAN to MeNB
In a conventional carrier grade WLAN, the WLAN determines to which AAA server it should forward EAP signalling based on the NAI (Network Access Identifier).    Specifically the WLAN performs a table look up or DNS query using the realm information which comprises part of the NAI. The UE sends the WLAN an NAI containing a realm part of that includes an identifier of the MeNB, this is provided in addition to the identifier of the operator’s network realm that is already provided as part of the legacy NAI definition.  With this modification the WLAN has sufficient information to route the EAP signalling to the correct eNB. 
A new Root NAI definition to support the architecture given in Figure X.2-1 is shown here;  
     "2<IMSI>@wlan.enbid<ENBID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org”
Where the modifications to the Root NAI defined in [23.003v13.4.0 clause 19.3.2] are shown in yellow highlight:
·   The ‘2’ indicates to the WLAN that this NAI corresponds to the new authentication method, whereby EAP messaging is routed to the MeNB, and not directly a 3GPP AAA Server.
·    The enbid<ENBID> is an identifier of the eNB to which the EAP messaging should be forwarded.  The UE can be notified of this ENBID via the RRC signalling message that is used to instruct the UE to add the WLAN access.
· Alternatively the C-RNTI could be used instead of the IMSI, if passing the IMSI over the UE – WLAN interface is viewed as a security issue.
In a similar way the modification to the Decorated NAI, for use when the UE is roaming in a VPLMN is as follows:
"wlan.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !2<IMSI>@wlan.enbid<ENBID>.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org",

X.2.4 EAP-LWA
The 3GPP AAA server running EAP-AKA’ uses CK’ and IK’ as defined in RFC5448 and 3GPP 33.402. Since the MeNB will not have access to the HSS in this solution it uses the KeNB and WT Counter (defined below in section X.2.4.1) to generate a new key S-KWT to be used as the input key to the KDF for authenticating the UE to the WLAN. Given this solution modifies the EAP-AKA’ input key and string to the KDF the creation of a new method name EAP-LWA is viewed as necessary to distinguish this solution from EAP-AKA’. Apart from the modified input parameters, there is no other change to the execution of  EAP-AKA’.
Stepwise description is; 
· In the UE/MeNB, CK’|IK’ are replaced with KeNB. 
· In the UE/MeNB KeNB is the input key and WT Counter the input string to KDF to generate S-KWT
· The UE is passed WT Counter via the RRC procedures when it is triggered to move to the WLAN. The UE knows KeNB from other RRC procedures.
· The UE/MeNB use S-KWT as the key input along with the string “EAP-LWA” | Identity, exactly as used in EAP-AKA’ to generate the PMK.
Pictorially this solution can be shown as;


Figure X.2-3. UE/MeNB key derivation using EAP-LWA.

X.2.4.1 Generation of S-KWT
The UE and MeNB shall derive the key S-KWT as follows;
[image: ]
Derivation of S-KWT for LWA
This input string is used when the MeNB and UE derive S-KWT from KeNB during LTE WiFi Aggregation. The following input parameters shall be used:
-	FC = 0x1D
-	P0 = Value of the WT Counter as a non-negative integer
-	L0 = length of the WT Counter value (i.e. 0x00 0x02)
The input key shall be KeNB of the MeNB.
X.2.4.2 WT Counter maintenance
The MeNB shall associate a 16-bit counter, WT Counter, with the EPS AS security context. 
The WT Counter is used when computing the S-KWT. The UE and the MeNB shall treat the WT Counter as a fresh input to S-KWT derivation. That is, the UE assumes that the MeNB provides a fresh WT Counter for each S-KWT derivation and does not need to verify the freshness of the WT Counter.
NOTE: The value of the WT Counter is integrity and replay protected when sent over the air in the RRC signaling, and so force re-use of the same WT Counter and computation of the same S-KWT is prevented. 
The MeNB maintains the value of the counter WT Counter for a duration of the current AS security context between UE and MeNB. The UE does not need to maintain the WT Counter after it has computed the S-KWT since the MeNB provides the UE with the current WT Counter value when the UE needs to compute a new S-KWT.
The MeNB that supports the LWA DRB offload shall initialize the WT Counter to ‘0’ when the KeNB in the associated AS security context is established. The MeNB shall set the WT Counter to ‘1’ after the first calculated S-KWT, and monotonically increment it for each additional calculated S-KWT. The WT Counter value '0' is hence used to calculate the first S-KWT. 
If the MeNB decides to turn off the LWA offload connection and later decides to re-start the offloading to the same WT, the WT Counter value shall keep increasing, thus keeping the computed S-KWT fresh.
The MeNB shall refresh the KeNB of the AS security context associated with the WT Counter before the WT Counter wraps around. Re‑freshing the KeNB is done using intra cell handover procedure as described in clause 7.2.9.3 of the present specification. When this KeNB is refreshed, the WT Counter is reset to '0' as defined above. 
X.2.5	Protection of the Xw reference point
The control plane signalling between MeNB and WT over the Xw reference point shall be confidentiality and integrity protected using security protection as described in clause 5.3.4a and clause 11of the present specification. Any user plane data between MeNB and WT over Xw reference point shall be allowed only for authenticated UEs. 
X.2.6	Security key update
Key renewal is supported using the fast re-authentication procedure as detailed in Section 6.3 of this specification.
X.2.7	Handover procedures
During S1 and X2 inter eNB handover, the connection between the UE and the WT is released and keying information in the WLAN and the UE is deleted.
Existing 802.11 methods are employed for managing security aspects associated with inter-AP handover. 


*****************************************End of change*****************************************
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