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Abstract of the contribution: This contribution proposes a mechanism to protect MCPTT Location Object in SIP messages.
1. Introduction
This pCR proposes text to TR 33.879 to protect the Location Object contained in the SIP messages method.
2. pCR to TR 33.879
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7.x.2 Protecting the location object

Editor’s note:
Considerations on Lawful Interception due to encryption of the location object are FFS.

7.x.2.1 General
When protection of the location object is required, encrypting the location object with a symmetric Content Encryption Key (CEK) may be used to satisfy these requirements.

Key management of the CEK may be administered by the MCPTT KMS. Before the KMS can provide a CEK, the MCPTT user must first be authorized for MCPTT key management services by presenting a KMS access token to the KMS. The MCPTT UE obtains a KMS access token during user authentication. The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.

Once the MCPTT user is authorized for key management services and if protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, the KMS then distributes the CEK to both the MCPTT client and MCPTT server. The CEK is used to encrypt and decrypt the location object. A unique CEK identifier (Key ID) is sent in the SIP MESSAGE MIME body as part of the <location-info> element to identify the CEK at the MCPTT Server. Authorisation, creation and distribution of the Key is performed per subclause 7.13.1 and subclause 7.13.2.
The CEK remains in use until the the MCPTT user logs off, or the KMSprovides a new CEK to the MCPTT client. The KMS may push a new CEK to both the MCPTT client and the MCPTT server.

If the MCPTT client or MCPTT server require an update of a CEK, The MCPTT client or the MCPTT server may request the KMS to provide a CEK. The KMS will determine if an update of the current CEK or a new CEK is required and distributed.

7.x.2.2 Cryptographic Message Syntax

The Cryptographic message syntax (CMS) defined in IETF RFC 5652[33] is used to digitally sign, digest, authenticate and encrypt the MCPTT location object.

The Data, SignedData and EnvelopedData content types are used for securing the MCPTT location object.
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Figure 7.x.2.2-1 CMS Content types
-
Data content type is used to identity the signed or encrypted message content inside the SignedData or EnvelopedData content types 

-
SignedData is used to apply a digital signature to a message 

1.
The Sender computes the message digest on the content with the digest algorithm. The message digest is then digitally signed using the sender’s private key. The content, digital signature and the associated certificate carrying sender’s public key are stored in the <SignedData> element within the <location-info> element.

2.
The receiver computes the message digest from the received content and verifies the signature with the signer’s public key. The sender’s public key is fetched from the certificate carried in the <SignedData> element.

-
EnvelopedData: used to apply data confidentiality to a message. It consists of the encrypted content and the encrypted content-encryption key (CEK). 

1.
The sender encrypts the content with a randomly generated content-encryption key. The CEK is encrypted with the shared symmetric Key Encryption Key (KEK).The encrypted CEK along with the encrypted content is packed into a <EnvelopedData -CMS> element and sent to the recipient.

2.
The recipient decrypts the encrypted CEK and then decrypts the encrypted content with the recovered CEK

7.x.2.3 MCPTT client signing and encrypting the location object
The following is a sequence of steps taken by the MCPTT client to protect the MCPTT location object:

1.
The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT location object;
2.
The CEK is encrypted with the the MCPTT server’s public key;
3.
The encrypted location object along with the encrypted CEK is packed to form an EnvelopedData CMS object;
4.
The message digest is computed on the EnvelopedData CMS object; 
5.
The digest is digitally signed by the MCPTT client using its private key;

6.
The signature, MCPTT client’s certificate chain and EnvelopedData CMS object are collected to form a SignedData CMS object;

7
The SignedData is wrapped in a <CMS -ContentInfo> element within the <location-info> element.
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Figure 7.X.2.3-1 MCPTT client encrypting and signing MCPTT location object with a symmetric key.

7.x.2.4 MCPTT server retrieving the location object

The MCPTT server does the following when it receives a SIP message with a protected MCPTT location object:

1.
It computes the message digest on the encapsulated EnvelopedData object present in the SignedData object; 
2.
The message digest and the MCPTT client’s public key are used to verify the signature. The client’s public key is obtained from the certificate obtained from the SignedData ;

3.
Once the signature is verified, the server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with its private key 
4.
The recovered content-encryption key is used to decrypt the encrypted MCPTT location object.
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Figure 7.X.2.4-1 MCPTT Server retrieving the MCPTT location object.

***************** End of change ********************************************

3. Conclusion

It is proposed that SA3 accept the above solution for protecting the Location Object contained in the SIP messages[image: image4.png]
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