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Abstract of the contribution: This contribution discusses what would motivate SA3 to start looking at the security aspects related to the Next Generation, and proposes a way to do it.  
1 Introduction 
Work related to the requirements and architecture of the Next Generation networks are taking shape in 3GPP. SA1, SA2 and RAN all have active study items on Next Generation networks. 
In this paper, we discuss the need for SA3 to start a study item on the security of Next Generation networks. We also discuss the time table related to the 3GPP Next Generation work, and how SA3 should position its own work into this. 
2 Time planning for Next Generation activities 
The emerging consensus in 3GPP related to the Next Generation activities seems to be that the work would be conducted in two interleaved study phases and two normative phases over three releases. Figure 1 demonstrates the relationship between the study and normative phases and the 3GPP release cycle. It is assumed that each release takes 15 months to complete. 
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Figure 1: Organization of Next Generation activities in two phases over three releases. 
The Next Generation studies are currently done in several groups in 3GPP (see Figure 1): 

· SA1 started first, and is about to complete their study on use cases and service requirements for the next generation networks in March 2016 [1]. 

· SA2 has also started a study item to identify architecture for next generation networks [2]. SA2 intends to complete in September 2016. 
· RAN has also initiated a related study on scenarios and requirements for next generation access networks [3]. RAN intends to complete in June 2016. 
If SA3 wants to do a study about the security of Next Generation networks before the actual normative work starts, there is enough time for it. However, SA3 would need to start the study immediately in order to complete it before the normative phase starts. 

We feel that starting the Next Generation work also in SA3 is essential not only in order to kick-off the work but also to have a legitimate reason to reserve time from SA3 agenda for Next Generation discussions. Otherwise there is a risk that SA3 is not able to provide the support that is needed for SA2, and RAN groups on security topics. Timing is perfect from the point of view that SA3 could have one meeting cycle more time to complete the study phase than other Next Generation studies. 

3 Objectives for SA3 study 

SA1, SA2 and RAN study items already include references to various security related topics. For example, the new Next Generation RAT(s) require the development of related access security mechanism. This could be based on a similar mechanism as the existing security mechanism in LTE but if backwards compatibility is not required it could also include some enhancements. Another example which is a more fundamental new feature, is the separation of the access network from the core network so that they can be independently developed [2]. Also, the integration of multiple access networks to a single core and the simultaneous access from a UE via multiple accesses at the same time may require changes to the established security mechanism. We think that SA3 should start investigating how these evolving new requirements might change the access security architecture. 

It is expected that there are new security challenges in the core network side as well. For example, a new type of virtual network operator, the so-called “vertical”, is expected to appear. In 3GPP, one of the key techniques for creating the virtualized network is the network slicing. However, other techniques specified outside 3GPP like the Network Function Virtualization and the Software Defined Networking are relevant [2]. Next Generation networks will support network sharing, and dynamic scaling. These features are intended to reduce the total cost of ownership, to improve operational and energy efficiency, and to provide simplicity in and flexibility for offering new services. However, they may also involve potential new threats, such as new inter-operator fraud threats or the threats related to a potential misuse of international signalling networks. All of these evolving new concepts require critical analysis from security point of view. 

SA3 has a very good understanding on the current strengths and design principles of 3GPP networks. It is very important for SA3 to follow closely what kind of security requirements are emerging from the studies of SA1, SA2 and RAN. Furthermore, SA3 may also have some security related requirements that it would like to study on its own. One very valuable source of potential security requirements outside 3GPP is the NGMN Alliance [e.g. 4]. The privacy aspects of the Next Generation system could be one topic for SA3 to work on. In fact, there is a variety of trusted information that is handled in the Next Generation networks, e.g., identity information, subscribed services, location information, presence information, mobility patterns, network usage behaviour, and commonly invoked applications. All these may require a close and systematic review before the normative work starts.
We envision that the Next Generation Security TR could ideally focus on selected security problems rather than trying to cover all potentially relevant security problems. SA3 should try to reach consensus on the selected topics very early in the process. We have listed four potential focus areas that could be used as a starting point for discussion in SA3: 
1. The trust model: The trust model related to the next generation networks is essential to be made explicit. This is basically describing how the different networks interconnect, and how the roaming is implemented in the new architecture. There are also some potential security threats arising from the existing international signalling networks that could be re-visited. For example, would it be possible to implement stronger security for (at least part of) the interconnection of the next generation networks?  

2. The security architecture and unified authentication framework: The Next Generation RAT(s) require new security solution; however, as a part of non 3GPP access types, WLAN-access and Fixed-access are also most likely supported. Support for satellite-access is also under consideration. How do multiple access types influence the security architecture? Is it possible to support unified authentication framework for different access systems? Is it possible to support multiple simultaneous connections of an UE via multiple access technologies? Independent evolutions of core network and RAN might also influence the security architecture as well as could the separation of Control plane and User plane functions.

3. Privacy: There is a variety of trusted information that is handled in the network that may require enhanced protection, e.g., identity information, subscribed services, location information, presence information, mobility patterns, network usage behaviour, and commonly invoked applications. What are the expected privacy aspects of the next generation system?

4. Optimized signalling: It has been suggested that the next generation networks should minimize the amount of signalling, and delay. This could be part of the means for reducing UE power consumption or for making the network more scalable or minimizing the latency between UE and PDN. Could the security set-up be optimized?
4 Proposal 

We propose that SA3 discusses how the security work on Next Generation networks is organized, and starts a new Rel-14 study item already in SA3#82. A draft SID proposal from Ericsson is provided in another document. 
5 References   

[1] SP-150142, “New WID Study on New Services and Markets Technology Enablers (FS_SMARTER)”

[2] SP-150629, “Study on Architecture for Next Generation System”

[3] RP-152257, “New Study Item Proposal: Study on Scenarios and Requirements for Next Generation Access Technologies”

[4] NGMN Alliance, “NGMN 5G White Paper”, available in https://www.ngmn.org/uploads/media/NGMN_5G_White_Paper_V1_0.pdf 
