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Abstract of the contribution: This contribution proposes a new solution on how the MAC is delivered in the LLC protocol. 
1 Introduction 
SA3 requested CT1 to look at the problem of how exactly the MAC could be carried in the LLC protocol. SA3 has been discussing two options, one being that the current 3 octets long FCS field is replaced by a 4 octets long MAC. The other one that FCS field is not changed but MAC is added somewhere else in the message. 

In their answer, CT1 stated: 
“CT1 has looked into the possible reuse of FCSF in LLC messages updated with MAC as documented in section 6.1.7 of TR 33.860. CT1 wishes to point out that the network under certain conditions can process a message even if integrity fails. In such cases no FCS can be done if FCSF is not included, and it is therefore the view of CT1 that MAC in LLC frames shall not replace FCSF but the FCSF IE needs to be kept. Additionally the MAC should be added before the FCSF in LLC frames with integrity protection thereby keep the principle from current functionality that the last three octets on the LLC frames are used for FCS.

CT1 also observed that by adding MAC in the LLC frames in the proposed way, LLC frames that are both encrypted and integrity protected needs to first be decrypted before the MAC is available for integrity check. This is the opposite order of what is commonly done and CT1 would like to make SA3 aware of this point for the further work on enhanced security for GSM.”
We think CT1 is referring to the so-called “unprotected mode” that can be used with current UI-frames. In this mode, even if the CRC check failed, the message is still delivered. 

We also think that the messages which can be processed even if integrity fails are the ones that SA3 has been calling as the “conditional integrity” GMM messages in the TR 33.860 solution #4. This is the case when old SA is used for integrity protection, however, the SGSN may still process the message if the MAC failed: 
“CONDITIONAL INTEGRITY: In LTE, NAS messages are integrity protected if the MME and/or LTE UE have a valid security context. In Cellular IoT, GMM messages are integrity protected if the sending SGSN or sending CIOT UE have a valid security context. For the receiving SGSN or receiving CIOT UE, the processing of the received GMM message when the check of the MAC fails or when the receiving part has no valid security context should follow exactly the conditions specified for LTE in TS 24.301 [8].”

The order of MAC calculation and ciphering is also important, and we propose to follow the order that CT1 mentions where the message is first encrypted, and the MAC is calculated over the encrypted message. In this way, some of the messages where the MAC calculation fails can be discarded without encryption. 

This paper discusses how this functionality could be achieved without the use of FCS field. 
2 FCS field 
The Frame Check Sequence (FCS) Field is a 24 bits long CRC (cyclic redundancy check). It is used in GPRS to identify bit errors that are caused by the transport. The FCS field is able to identify bit errors; however, it cannot be used to identify where exactly they occur, or to fix the errors. Messages with invalid FCS field need to be re-transmitted. Note that the FCS is not the only error checking CRC in GPRS. Also the radio network (MS to BSS) provide error checking and re-transmission function at the lower layers (RLC/MAC). The CRC code at lower layers is 8 bits long.

In addition to normal “protected mode” (with re-transmissions), the UI-frames that are sent in “unprotected mode” can be delivered to the upper layer protocol even if the FCS field was invalid. This is useful e.g. for streaming applications which are able to handle the bit errors. Our understanding is that CT1 is thinking of using this functionality also for those GMM messages that are “conditionally integrity protected”. These messages are e.g. GMM ATTACH REQUEST or GMM ROUTING AREA UPDATE REQUEST that can be sent over existing security association but would still need to be processed at GMM layer even if the MAC verification failed. 
Figure 1 demonstrates the legacy LLC message, and which fields are used for FCS field calculation and which field are confidentiality protected. Note that the FCS field is not currently protected against modification, and is sometimes sent in cleartext. 
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Figure 1: LLC message, inputs to FCS calculation, and ciphering.  
With UI frames, the use of the “unprotected” or “protected” mode is indicated in the message by a Protection Mode (PM) bit. If the PM bit is 0, the message is delivered to the upper layer for processing even if the FCS failed. 
	PM
	E
	UI frame information field

	0
	0
	unprotected, non-ciphered information

	0
	1
	unprotected, ciphered information

	1
	0
	protected, non-ciphered information

	1
	1
	protected, ciphered information


We think that this feature is needed; however, it can be achieved without FCS field by using only MAC. Some of the reasons behind this thinking are: 
· The FCS field and the MAC have overlapping functionality. Both of them will fail if there is a bit error in the message. 

· The FCS field itself does not help SGSN process the message if the MAC fails. If the MAC fails, also the FCS might fail. The functionality that is needed is actually the “unprotected mode” where also the erroneous frames are delivered to the upper layer. This has very little to do with the FCS field itself. 
· If both FCS field and MAC were used, SA3 and CT1 would need to specify functionality to all four cases of correct and erroneous fields (correct/erroneous FCS versus correct/erroneous MAC). 
· If the integrity protection is also used with the user plane, then SA3 should try to avoid adding any overload if possible. Having both FCS and MAC in the message adds the overload. 
The attached pCR introduces a new way to achieve similar functionality with MAC alone than is currently achieved by FCS field. 
3 Discussion and proposal 
It is proposed to add this new solution to TR 33.860. 
4 pCR 

***
BEGIN CHANGES
***
6.x
Solution #x: Implementation of integrity protection in LLC protocol 
6.x.1
General 
This solution addresses key issue on both control plane and user plane integrity, and proposes a way to implement the integrity protection at LLC protocol. 

6.x.2
Integrity protection bit, integrity mode bit and MAC  
This solution assumes that once the integrity protection has been turned on, there is an integrity protection indication bit in the control field of the LLC message that allows the receiving entity to know that the message does not include a 3 octet long FCS field but instead a 4 octet long MAC. The indication bit is also discussed in solution #1 section 6.1.7. 

It is proposed to follow the same principle as in the EPS NAS security where the ciphering of the information field is performed first, and the MAC is calculated over the cleartext address and control fields, and the ciphered information field. Figure 6.x.2-1 demonstrates a possible implementation (but the final design is up to CT1 to decide). 


[image: image2]
Figure 6.x.2-1: LLC message format when integrity protection is used (exact positions is FFS in CT1)
In order to achieve similar functionality that is currently achieved by the “unprotected mode” (where messages with erroneous FCS fields are delivered to the upper layer), the control field of UI frame is enhanced by a new Integrity Mode (IM) bit. The control field bits also include the Integrity protection (I) bit if integrity protection is in use, and FCS field is replaced by MAC.  Figure 6.x.2-2 demonstrates a potential implementation of these new bits (but the final implementation is up to CT1). 
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Figure 6.x.2-2: New control bits related to integrity protection (exact positions are FFS in CT1) 
Integrity protection bit (I)

If integrity protection is in use, the integrity protection bit (I) indicates that the three octets long FCS field has been replaced by four octets long MAC. 

The I bit is set to 1 to indicate the presence of four octets long MAC. FCS field is not present. 
The I bit value 0 is not specified. 
Integrity Mode bit (IM)

If integrity protection is in use, the integrity mode bit (IM) indicates the behaviour of the LLC layer at the receiving side if the MAC verification fails. The IM bit replaces PM bit in legacy UI frame content. 

The IM bit is set to 1 to indicate that in the case of MAC verification fails, the message shall be discarded, and not delivered to the upper layer. 

NOTE: If CT1 still wishes to include both the FCS field and the MAC to the message, it is possible that this one message type (when I_bit = 1 and IM_bit = 1) includes both the FCS field and MAC. From security point of view, however, this is not required. The functionality that would be achieved by including both fields would be that messages that may include bit errors are still discarded. However, CT1 should remember that protecting the FCS field with the integrity key would not provide enhanced security because the assumption in this special case is that the verification of the MAC will fail. The FCS field can be modified by third parties. 
The IM bit is set to 0 to indicate that in the case of MAC verification fails, the message is not discarded but delivered to the upper layer. LLC layer shall indicate the upper layer that the integrity protection failed. 
Table 6.x.2-1 demonstrates how the new IM bit and the existing encryption (E) are related to each other. 
	IM
	E
	UI frame information field

	0
	0
	message with failed MAC delivered, non-ciphered information

	0
	1
	message with failed MAC delivered, ciphered information

	1
	0
	message with failed MAC discarded, non-ciphered information

	1
	1
	message with failed MAC discarded, ciphered information


Table 6.x.2-1: UI frame information field 
Layer 3 – LLC primitives are used by the Layer 3 to request the LLC protocol for transmission of L3-PDU. These primitives should be enhanced to include indications if the message needs to be integrity protected or not. If the request is about unconfirmed transmission, also the integrity mode needs to be indicated. 
Layer 3 – LLC primitives are also used by the LLC protocol to notify the layer 3 on activities related to the requests. These primitives should be enhanced to notify the layer 3 if the integrity protection is available to the SAPI in case integrity protection was requested. The use of integrity protection for other SAPIs than GMM function is a local decision of the SGSN, and may not be available to all layer 3 protocols. 
Layer 3 – LLC primitives are also used by the LLC protocol to deliver the received L3‑PDU to layer 3. These primitives should be enhanced to include indications if the message was integrity protected or not. If the L3-PDU is received as an unconfirmed transmission using the integrity mode that allows the delivery of a message with a failed MAC, the indication needs to tell if the verification of the MAC failed or was successful. 

"LLGMM" Layer 3 – LLC primitives are used specifically for the SAPI between the LLC layer and the GMM function. These primitives need to be enhanced to allow GMM function to authorize the use of integrity protection for other Layer 3 protocols, e.g. for the user plane. This is because the availability of integrity protection for other SAPIs than the GMM function is a local decision of the SGSN. 
***
END OF CHANGES
***
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