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Abstract of the contribution: This contribution proposes to add a key issue on spatial replay in ProSe Direct Discovery to TR 33.833.
1 Introduction 
It is proposed to add a key issue on replay attacks for ProSe Direct Discovery even though the same issue was raised and studied in the TR already for release 12. In fact the following are extracts from the issue description (clause 5.2.2.1) and corresponding threats (clause 5.2.2.2):
Discovering a specific restaurant/shop by a discovering UE in a place where they do not exist (or are not in proximity) or discovering a friend by a discovering UE when the friend is not in proximity should not be the outcome of replayed/faked direct discovery.
In the absence of any protection for the open discovery, a rogue UE can easily receive the discovery information announced by the ProSe UEs and can easily mount replay attack. Further, a ProSe UE can easily impersonate another ProSe UE, so that the discovering ProSe UEs will find the discoverable UEs even when they are not there or will receive wrong standalone service (like, receiving advertisements which are not valid, as to destroy reputation). 

Clearly, in the description, there was an emphasis on the requirement that the UEs discovering each other must be in proximity of each other at the time of the discovery exchange. Somehow in the threat scenario, it was assumed that the replay attack can only be implemented by the same malicious UE. More precisely, the rogue UE intercepting the message is the one replaying them. In these settings and in order for the attack to succeed, the attacker has either to wait until the sender is out of range, or the attacker himself has to travel somewhere else out of the range of the sender and then replay the message.
The protection mechanism agreed upon and described in the TS tolerates up to 16 seconds delay. For this particular attacker model, 16 seconds is a relatively too small window for him to travel far enough and therefore the replay attack most likely will not succeed.
Now, why is the attacker limited to one UE in the first place? Obviously, an attacker who has the means to intercept and replay discovery messages is capable as well of tunnelling them through the internet (i.e. to another attacker UE). Thus, the discovery messages can be replayed anywhere else in the planet. Then the mechanism in place can only protect against cases where the messages are tunnelled to another time zone. 
2 Analysis 

Detailed description of the attack

Currently, there is no mechanism in ProSe Direct Discovery that binds the PC5 Discovery messages to the location (proximity) of the sending UE. As a result, the following attack becomes feasible: An attacker listens to the air interface, collects discovery messages and broadcasts them somewhere else. This is what we will refer to as “spatial replay”. Such an attack can be considered as even more harmful than replay in time since an attacker could keep replaying messages without being noticed even after fooling the UEs into wrongly discovering each other (although not in proximity). Then, the UEs would keep communicating (e.g. through direct communication) believing that they are in proximity although they might even be in different PLMNs. 
More precisely, consider two ProSe-enabled UEs, UE_A and UA_B in two different areas not necessarily under network coverage and completely out of ProSe range (around 500 meters). An attacker (UE_1 in Figure 1) in direct range of UE_A can collect discovery messages and tunnel them through the internet (or even LTE) to another rogue UE_2. UE_2 can then broadcast the collected discovery messages to any UE in its direct range (such as UE_B in Figure 1) fooling UE_B to believe that it is in proximity of UE_A. Alternatively, UE_1 could directly broadcasts the intercepted messages and therewith maliciously extend the ProSe range of UE_A. 
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Figure 1: Spatial Replay

In case UE_A and UE_B are configured to discover each other, then the MIC checking procedure would most likely succeed at UE_B.
Observe that the attacker does not need to modify the discovery messages. The attack’s only effect on the discovery procedure is that it introduces some additional delay between the transmission (from UE_A) and the reception of the discovery message (at UE_B).
The MIC calculation and checking procedures as specified now in TS 33.303 provide protection from attack scenarios where an attacker replays old discovery messages. However, this protection tolerates up to 16 seconds delay. The delay introduced by the attack of figure 4 is mainly due to tunnelling the discovery messages through the internet. Propagation delays over the internet are in the order of milliseconds. This is much less than the MIC tolerance of 16 seconds. Therefore, such spatial replay attacks cannot be detected by the mechanisms in place.
The attack is possible in Open and Restricted Discovery, Model A and Model B. 
Model A vs. Model B

In Model A, UE_1 simply tunnels discovery messages to UE_2 which broadcasts them in the new location. UE_B receiving the broadcasts will believe UE_A is in its proximity.

In Model B, UE_2 also needs to tunnel the response from UE_B back to UE_1. UE_1 in turn broadcasts the tunnelled response to UE_A.
Open vs. Restricted Discovery
The attack is possible for both types of discovery. In open discovery, since there is no encryption, the attacker is even able to tune his attack by selecting which messages to tunnel depending on the ProSe application codes.
3 Proposal 
It is proposed to add the following key issue to TR 33.833.

4 pCR 

***
BEGIN CHANGES
***
7.3.x
Key Issue #7.3.3: Spatial Replay for ProSe Direct Discovery
Currently, there is no mechanism in the ProSe Direct Discovery Procedure that guarantees that ProSe-enabled UE’s that discover each other are in fact in proximity. As a result, the following attack becomes feasible: An attacker listens to the air interface, collects discovery messages and broadcasts them somewhere else. This is what we will refer to as “spatial replay”. Such an attack can be considered as even more harmful than replay in time since an attacker could keep replaying messages without being noticed even after fooling the UEs into wrongly discovering each other (although not in proximity). Then, the UEs would keep communicating (e.g. through direct communication) believing that they are in proximity although they might even be in different PLMNs. 
7.3.x.1
Key issue details
Consider two ProSe-enabled UEs, UE_A and UA_B in two different areas not necessarily under network coverage and completely out of ProSe range (around 500 meters). An attacker (UE_1 in Figure 1) in direct range of UE_A can collect discovery messages and tunnel them through the internet (or even LTE) to another malicious UE_2. UE_2 can then broadcast the collected discovery messages to any UE in its direct range (such as UE_B in Figure 1) fooling it to believe that it is in proximity of UE_A. 
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Figure 1: Spatial Replay

In case UE_A and UE_B are configured to discover each other, then the MIC checking procedure would most likely succeed at UE_B.

Observe that the attacker does not need to modify the discovery messages. The attack’s only effect on the discovery procedure is that it introduces some additional delay between the transmission (from UE_A) and the reception of the discovery message (at UE_B).
The attack is possible in Open and Restricted Discovery, Model A and Model B. 
Model A vs. Model B

In Model A, UE_1 simply tunnels discovery messages to UE_2 which broadcasts them in the new location. UE_B receiving the broadcasts will believe UE_A is in its proximity.

In Model B, UE_2 also needs to tunnel the response from UE_B back to UE_1. UE_1 in turn broadcasts the tunnelled response to UE_A.

Open vs. Restricted Discovery
The attack is possible for both types of discovery. In open discovery, since there is no encryption, the attacker is even able to tune his attack by selecting which messages to tunnel depending on the ProSe application codes.
7.3.x.2
Security threats
A UE can be tricked into believing that another UE is in proximity when it currently isn't.

7.3.x.2
Security requirements

Spatial replay protection of discovery request and response messages should be provided. The possibility to track UEs based on location information should be minimized.
***
END OF CHANGES
***
