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Abstract of the contribution: This contribution discusses changes to the Draft CR on LWA proposed in the accompanying CR S3-160158.
1 Introduction 
We observed that several points in the draft CR on LWA need to be revised or reworded.
2 Analysis 

Section X.1 gives the impression that WLAN security on the link between WT and UE is only needed for protecting PDCP packets. However, it is also needed for protection of the WLAN signalling. For example, if WLAN signalling is not protected it would be possible for an attacker to spoof a UE’s MAC address and send fake disassociation requests resulting in disconnecting the UE from the network.

At several places in the Draft CR the term “WiFi” is used, while it should be “WLAN” instead.
There is duplicate text on securing the WT link in section X.1 and X.2.2. Hence, it is proposed to delete text in X.1 and keep it in X.2.2. 
A missing reference to IEEE 802.11 specification is added.
The titles of Section X.2.3 and X.2.4 both end with “in the WLAN termination”. It is proposed to change this wording to e.g. “in LWA”. Otherwise, it could be misunderstood as if the title would refer to procedures in the node WT (while the related paragraphs also describe procedures in UE and eNB). 
Section X.2.3 should be aligned to use the names of the RAN procedures defined in TS 36.300. Moreover, the section only talks about initial offload of DRBs (during WT Addition) but does not mention offloading of additional bearers. It is suggested to add a sentence on this for completeness.  Moreover, the term “termination” is used in a misleading way and should actually be “release” in our understanding since WLAN termination naturally refers to the entity WT. 
The name of Section X.2.4.1 should be “WT counter” to be aligned with wording used in the rest of the draft CR.
The Note in X.2.4.1 as well as section 3.3 should be in track changes.
RAN2 sent an LS to SA3 saying that:

“RAN2 does not define inter AP mobility, but rather rely on procedures defined in IEEE 802.11 specification. RAN2 has defined a WLAN Mobility Set, within which WLAN mobility is transparent to the eNB, i.e. the UE does not signal to the eNB when it connects to another AP within the mobility set.” 

Thus, it can be assumed that WLAN mobility is out of SA3 scope and the related sentence in X.1 can be deleted. Since all the APs connected to a WT are authorized to use LWA there is no security issue with a WT sending S-KWTs to all connected APs. If we would restrict the S-KWT distribution to only one AP (i.e. to the one the UE finally connects to), it is likely that changes to the WLAN implementation would be introduced (as restricted by the WID).  In addition, the key handling would be unnecessarily complicated when using different keys and key identifiers for each AP.
Moreover, RAN2 replied:

“RAN2 has specified WLAN connection failure indication procedure as follows: “When a UE configured with at least one LWA bearer becomes unable to establish or continue LWA operation within the WLAN mobility set, the UE sends the WLANConnectionStatusReport message to indicate "WLAN connection failure" to the eNB with a cause value”. In this regard, sub clause X.2.8 in the CR S3-152470 reflects the LTE the radio link failure which is different than the WLAN failure for LWA as specified by RAN2.”
Hence, it is proposed to delete the Note in Section X.2.8 saying that WLAN link failure recovery is done according to 802.11 specifications. Moreover, it should be mentioned that in contrast to the WLAN link failure recovery there is also LTE link failure recovery procedure and it should be described how LWA security contexts are deleted at UE and WT in both cases. 
3 Proposal 
It is proposed to accept the changes in the accompanying CR S3-160158. Newly proposed changes are highlighted in a different colour than changes of the original draft CR.
