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Abstract of the contribution: This contribution discusses the objectives and provides recommendations on the CT6 Work Item considering aspects of Isolated E-UTRAN Operation for Public Safety.
1. Introduction

At CT Plenary in December 2015 a Work Item was agreed entitled: ‘CT6 aspects of Isolated E-UTRAN Operation for Public Safety’ [1]. The objectives for CT6 are as follows:

Define a solution for IOPS access security and authentication based on the procedures defined by SA3 using a USIM dedicated exclusively for IOPS, especially covering the following aspects:

1. Defining a mechanism to transfer a suitable identifier over the ME to UICC interface for identifying the local EPC and the related local HSS to be used in the key derivation mechanism

2. Defining a mechanism to identify the USIM dedicated exclusively for IOPS

3. Optionally, defining a mechanism on the USIM to generate a derived key for authentication to the local HSS

This contribution discusses these objectives and provides recommendations.
2. Discussion
2.1 Introduction

The objectives of the Work Item are seeking to support mechanisms for IOPS authentication (using a USIM application dedicated exclusively for IOPS) which provides mitigation for compromise of local HSSs. This is discussed in subclause F.3.2 of TS 33.401 [2]. There are three specific objectives in the Work Item each discussed respectively in subsections that follow.
2.2 Objective 1
The first objective requires the definition of a mechanism to transfer a suitable identifier over the ME to UICC interface for identifying the local EPC and the related local HSS to be used in the key derivation mechanism.
This objective is specifically referring to the scheme to mitigate the compromise of a Local HSS as described in subclause F.3.2 of TS 33.401 [2].Objective 1 can be sub-divided into three objectives:
· Objective 1a: The definition of a mechanism to transfer a suitable identifier over the ME to UICC interface.
· Objective 1b: The definition of a suitable identifier.
· Objective 1c: A supplementary objective is therefore the mechanism by which the suitable identifier is communicated to the ME from the Local EPC.

The following recommendations are made concerning Objective 1.

Recommendation 1: Objective 1a is within scope of CT6. It is desirable to allow the proprietary use of AKA messages as a means to convoy the identifier. The mechanism’s impact will therefore be limited to changes to the Local HSS and UICC only.
Recommendation 2: Objective 1b is within scope of SA3. It is required that the suitable identifier has an address space able to support all Public Safety deployment cases.
Recommendation 3: Objective 1c is within scope of CT1. As for Recommendation 1 it is desirable to allow the proprietary use of AKA messages as a means to convoy the identifier. The mechanism’s impact will therefore be limited to changes to the Local HSS and UICC only.
2.3 Objective 2

The second objective requires the definition of a mechanism to identify the USIM dedicated exclusively for IOPS.
This objective is referring to the description in TR 33.897 [3] of the proposed solution #1 “AKA based on a USIM application dedicated exclusively for IOPS operation” selected in Release 13 as the security solution for the case of a Local EPC with no backhaul and the case of a nomadic EPS.
Recommendation 4: Objective 2 is within scope of CT6. A possible mechanism to identify the USIM application dedicated exclusively for IOPS is by means of the IOPS-specific PLMN ID. It is noted that an IOPS-capable Public Safety UE may be required to operate under a number of distinct IOPS networks.
2.4 Objective 3

The final objective optionally requires the definition of a mechanism on the USIM to generate a derived key for authentication to the local HSS.

This objective is specifically referring to the scheme to protect the compromise of Local HSSs as described in TS 33.401 [2].

Recommendation 5: Objective 3 is within scope of SA3. A possible mechanism to generate a derived key for authentication to the local HSS could be modelled on the KDFs presented in Annex A of TS 33.401 [2].
3 Recommendations
The present document makes the following recommendations for discussion by SA3:

· It is desirable to allow the proprietary use of AKA messages as a means to convoy the identifier. The mechanism’s impact will therefore be limited to changes to the Local HSS and UICC only.
· It is required that the suitable identifier has an address space able to support all Public Safety deployment cases.
· A possible mechanism to identify the USIM application dedicated exclusively for IOPS is by means of the IOPS-specific PLMN ID. It is noted that an IOPS-capable Public Safety UE may be required to operate under a number of distinct IOPS networks.
· A possible mechanism to generate a derived key for authentication to the local HSS could be modelled on the KDFs presented in Annex A of TS 33.401 [2].
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