 (
.
)
3GPP TSG SA WG3 (Security) Meeting #82	S3-160113
1 - 5 February, 2016, Dubrovnik, Croatia	
Source:	China Mobile, TeliaSonera, CATR, China Unicom, ZTE
Title:	New Study Item for the enhanced network security protection
Document for:	Approval
Agenda Item:	8.6 Other areas
3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 	Enhanced Network Security Protection
Acronym: eNDS/IP
Unique identifier: 	
 
1	3GPP Work Area
	X
	Radio Access

	X
	Core Network

	
	Services



2	Classification of WI and linked work items
2.0	Primary classification
This work item is a …
	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	

	
	
	



This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1	Stage 1
	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2	Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.
2.3.3	Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.
2.3.4	Test spec
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5	Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4	Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification
TS33.210 has specified network domain security protection solutions. It brings security domain concept to the network and uses IPsec Security Associations (SAs) defined by IETF to protect the connection between security domains. However, NDS/IP is designed for GPRS backbones at first and extends to UMTS then. Furthermore, it considers IP is not only used for signalling traffic, but also for user traffic.
Nowadays, in operator’s network, the network are grown much larger and to be deployed in distributed way. But NDS/IP implies all interfaces inside operator should be optional Zb interface. There is no indication whether and where to use IPsec. And using IPsec will bring too much cost for network operation.
In another aspect, 2G/3G/4G network are deployed together with different security protections. Besides control plane and user plane, management plane NEs like OAM and BOSS are involved. The protection between different these entities in one site should be considered also. Although SCAS could provide some security protection for network entity, but it could not address communication issue.
What is more, in the near future, NFV and network slicing, as an important feature in 5G, is probably implemented in the network. With NFV technique, network entity will be operated as Virtual Network Function (VNF) which is running on generic servers. Physical division and borders are more ambiguous. And network slicing will bring virtualized network isolation requirement. How to define security domain and how to use IPsec SAs are more difficult. 

4	Objective
The objectives of this study are to identify and evaluate detailed network domain security problem based on distributed, mix-deployed networks. The study is also to identify the potential problems for NFV and network slicing.  What is more, the objectives are also including identifying potential security division about network and determine whether any new security solutions are needed, and if so, specify them.
[bookmark: OLE_LINK24][bookmark: OLE_LINK25]The expected work will include:
· [bookmark: OLE_LINK85][bookmark: OLE_LINK86][bookmark: OLE_LINK109][bookmark: OLE_LINK110]Investigation and analysis of security problems  that are not addressed well by using current NDS/IP solution
· of distributed network deployment, and
· for NFV and network slicing
· Definition about enhanced security domain division function: 
· Potential security solutions 
A single TR is proposed to capture the output of this study. The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

5	Service Aspects
None.

6	MMI-Aspects
None.

7	Charging Aspects
None.

8	Security Aspects
This study item.

9	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	X
	

	No
	X
	X
	
	
	X

	Don't know
	
	
	
	
	



10	Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.xxx
	Study on Enhanced Network Domain Security
	SA3
	
	TSG SA#74 (December, 2016)
	TSG SA#75 (March, 2017)
	Technical Report

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



11	Work item rapporteur(s)
China Mobile (qiminpeng@chinamobile.com) 



12	Work item leadership
SA3

13	Supporting Individual Members
	Supporting IM name

	China Mobile

	TeliaSonera

	CATR

	China Unicom

	ZTE
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