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Abstract of the contribution: This pCR adds Identity-based key management for S/MIME to 33.179
1. Introduction
This pCR adds the method for establishing Encryption Key using the Identity-based method. This is an alternative to KMS based key management proposal (S3-160103).
For each SIP session established between the MCPTT client and MCPTT application server that requires protection on the SIP-1 and SIP-2 interfaces, Identity-based Public Key Cryptography (IDPKC), as specified in RFC 6509, is used by the MCPTT Client to securely transport a symmetric encryption key to the MCPTT Server. 
In order to obtain the Identity based public and private key material used protect the CEK, authorization for key management services between a particular MCPTT user and the KMS is required.  
2. pCR to TR 33.179
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************* Start of second change ****************************************
X.x Identity based Encryption Key management for S/MIME

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be encrypted at the application layer from any viewing, including protection from viewing at the SIP signaling layer. When encryption is required, symmetric key based encryption of SIP payload may be used to satisfy this requirement.

Identity based Public Key Cryptography (IDPKC) based on MIKEY-SAKKE [13] may be used to establish the encryption key between two SIP endpoints. Before IDPKC can be used by MCPTT Client to securely share the encryption key, the MCPTT user must first be authorized by KMS for MCPTT key management services. Once the MCPTT user is authorized, the KMS distributes the user’s key material to the MCPTT client as specified in section 7.2.3.
If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, then MIKEY-SAKKE [13] shall be used by the MCPTT Client to securely transport the encryption key to the MCPTT application server.  The MCPTT application server receives the SIP message with the protected encryption key and retrieves it from the message.  The encryption key is then used for S/MIME protection of the SIP payload in subsequent SIP messages [24].

X.x.1 Provisioning of the Identity-specific key material 
Once the MCPTT User is authorized for key management services, the KMS will distribute the user’s Identity-based key material to the MCPTT client via the HTTP-1 interface.  The HTTP-1 interface is protected with TLS and creates a secure path for communication with KMS and sending the user’s Identity-based key material to the MCPTT client.

X.x.2 Creation of the Encryption Key
The 256-bit encryption key is generated by the MCPTT Client and provided to the MCPTT application server through the SIP interface.

The key remains in use until: a new CEK is required, the SIP session is torn down, the MCPTT user logs off, or some other indication. If during the active SIP session an update of the CEK is required, the MCPTT client may establish a new CEK and provide it to the MCPTT application server.

X.x.3 Secure distribution of the Encryption Key

The Encryption key, used between the MCPTT Client and MCPTT Server to secure MCPTT Application Information in the SIP payload, is created by the MCPTT Client and distributed to the MCPTT Server using MIKEY-SAKKE [13].  

The shared Encryption key is distributed in the MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [13], which ensure the confidentiality, integrity and authenticity of the payload.

The key is encrypted to the user identity (UID) associated to the MCPTT Application Server. The UID used to encrypt the data will be derived from the MCPTT Server’s PSI and a time-related parameter (e.g. the current year and month) as described in Section 7.2. The user's UID is added to the recipient field (IDRr) of the message.

The I_MESSAGE message also contains a signature based on the identity of the MCPTT User. This identity is derived from the MCPTT ID of the user and a time-related parameter (e.g. the current year and month). This UID is added to the initiator field (IDRi) of the message. 
The resulting MIKEY-SAKKE message is sent over SIP (for example, during MCPTT User authorization).
The following steps describe how the MCPTT client obtains the user specific key material, and how the MCPTT client securely transfers the encryption key to the MCPTT application server:

1. The MCPTT client gets authorized by the KMS and obtains the MCPTT user specific IBC key material.
2. The MCPTT client randomly generates the Encryption key.
3. The MCPTT client generates MIKEY-SAKKE I_MESSAGE. The message shall encapsulate the Encryption key. 
The I_MESSAGE shall be encrypted to the user identity associated to the MCPTT Server, and shall be signed using the key associated with the MCPTT User identity.
5. The MCPTT client creates a SDP payload with the embedded I_MESSAGE, and sends the SIP message addressed to the PSI of the MCPTT application server.

The following steps describe how the MCPTT server retrieves the encryption key from the SIP message:

1. The MCPTT server receives the SIP message with the I_MESSAGE embedded in the SDP payload.

2. The MCPTT server checks the signature on the I_MESSAGE message using MCPTT Client’s UID extracted from the initiator field (IDRi) of the message.

3. If the signature is valid, the MCPTT server extracts and decrypts the encapsulated encryption key using the MCPTT server’s UID key extracted from the responder field (IDRr) of the message.
Figure X.x.3-1 shows the functional diagram for the MCPTT client and MCPTT application server.
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Figure X.x.3-1  Functional diagram for Identity based distribution of Encryption key 
************* End of second change ****************************************
3. Conclusion
In support of Stage 1 security requirements we kindly ask SA3 to consider acceptance of this pCR.
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