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F.3
Security Considerations

F.3.1 Malicious switching of USIM applications 

The use of a distinct set of security credentials counteracts the possibility that malicious switching of USIM applications would permit unauthorised access to an IOPS network or to a normal PLMN. eNBs operating in IOPS mode and Local EPCs support Network Domain Control Plane protection (clause 11) and backhaul link user plane protection (clause 12) as appropriate.
F.3.2 Compromise of local HSSs

Subscriber credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication. If one of these local HSSs was compromised by an attacker, either in the form that the attacker could obtain the subscriber credentials or that the attacker could control the interface to the local HSS, and if, for any given subscriber, the credentials in the local HSSs were the same, this would imply that, for all subscribers whose credentials were stored in the compromised local HSS, the USIMs out in the field would have to be swapped and the subscriber credentials would have to be re-provisioned in all local HSS. 
The following subclause F.4 describes a mechanism, termed 'subscriber key separation' that would mitigate the effects of a compromise of a local HSS, as described in the preceding paragraph.
F.4
Mitigation of compromise of a local HSS

The text in the present subclause is informative as the described mechanism is completely transparent to MEs, eNBs, MMEs, and, for local HSSs, requires only configuration changes in the local Authentication Centres. The corresponding configuration capability is already available in AuCs today. The mechanism does require functional changes to UICCs, but not to the UICC-ME interface. As both UICC and local Authentication Centre are under the control of one operator, the configuration in the local Authentication Centre and the functional changes to UICCs can be implemented without any normative changes to existing 3GPP specifications. However, normative changes to UICC specifications are not precluded by the present text. 

F.4.1 'Subscriber key separation' mechanism

Subscriber key handling: 

For each subscriber, there is a subscriber master key MK for IOPS purposes. This master key MK is stored in the UICC, but not in any local HSS. Assume that there are N local HSSs, HSS_1, ..., HSS_N. As part of the provisioning process for local HSS_n (1<=n<=N), a key K_n is derived from MK using a suitable representation of n as input, so that all K_n are different and the knowledge of K_n does neither allow inferring knowledge about MK nor about any K_m with m different from n. An example of a suitable key derivation function is given further below in subclause F.4.2. Each local HSS_n is then provisioned with the subscriber key K_n.  


Identification of a local HSS:

A local HSS is identified by a number n between 1 and N. A suitable representation of n is obtained by choosing specific bits from the bits "8" to "15" of the Authentication Management Field (AMF). These bits can be used for proprietary purposes, cf. Annex H of 3GPP TS 33.102 [4]. The choice of the bits, and their semantics, has to be determined by the IOPS operator and has to be the same in the UICC and the local Authentication Centre. For a given local Authentication Centre, the setting of the chosen AMF bits is constant and the same for all subscribers. It needs to be ensured by agreement between local AuC vendor and UICC vendor (following operator requirements) that the AMF bits chosen for IOPS purposes are not used for any other purpose.

An example of a proprietary use of these AMF bits for IOPS purposes is as follows: Assume that there are 50 local HSSs (i.e. N=50. By way of example, bits "10" to "15" of the AMF are chosen for IOPS purposes, which would allow addressing 64 local HSSs. Not all of them are allocated during the initialisation of the system in order to allow for spare numbers to be allocated after a potential compromise of a local HSS. Furthermore, when these AMF bits chosen for IOPS purposes are all set to zero then this is to imply that the subscriber key separation mechanism is not used by the local HSS. 

In case, the number N of local HSSs (including spare numbers as explained in the preceding paragraph) is greater than what can be encoded by the available bits in the proprietary part of the AMF then the local HSSs can be grouped into subclasses. In each subclass, the subscriber credential K_n would be the same for a given subscriber. In this way, the impact of a compromise of one local HSS would be limited to the local HSSs in one subclass, and only the local HSSs of this subclass would need to be reconfigured. I.e. this would greatly reduce the impact of a compromise from N local HSSs to N/256 local HSSs. There would still be no need for exchanging the UICCs. 

Editor's Note: It is ffs whether there is a need for identifying local HSSs by more than just the 8 bits from the proprietary part of the AMF in order to sufficiently reduce the risk resulting from the compromise of a local HSS, in particular when  there is a large number of Local HSSs. If it turns out that additional bits would be desirable they could be agreed between UICC vendor and IOPS operator. Such agreements would be on a proprietary basis unless CT6 sees a need to standardise the way local HSSs are identified. Candidates for additional bits would be e.g. the IND-part of the SQN, cf. TS 33.102, Annex C. 

Authentication Procedure: 

The run of an EPS AKA procedure in the presence of the subscriber key separation mechanism is identical to that without the presence of the mechanism, except for the operation of the UICC. The modified operation of the UICC is described as follows: whenever the UICC receives an AUTHENTICATE command from the ME that is destined towards the USIM dedicated to IOPS, the UICC first checks the AMF bits chosen for IOPS purposes and determines whether the local HSS uses the subscriber key separation mechanism and, if so, what is the number n of the local HSS. The UICC then proceeds to derive K_n from MK. The key K_n then takes the role of the permanent subscriber key K, and EPS AKA proceeds as described in the present specification and in 3GPP TS 31.102 [4], with K_n replacing K in all computations. 
F.4.2 Example of a key derivation mechanism for 'subscriber key separation' 

The key derivation (including input parameter encoding) for deriving K_n from MK is performed using the key derivation function (KDF) specified in TS 33.220 [8]. The input key Key is equal to MK. The following parameters are used to form the input S to the KDF for this example:

-
FC = 0xFF

-
P0 = f(n)
-
L0 = length of f(n) 
-
P1 = IMSI
-
L1 = length of IMSI  

Editor's Note: The function f could be e.g. realised as a table in the UICC. The advantage of using f(n), instead of n directly, as input to the KDF is that n could be re-allocated after a compromise of a local HSS once the table has been updated. The update of the table would mean a modification of the function f in that the mapping of at least one value n to an f(n) in the table would be changed. The function f, as well as the choice of the range, from which n is taken, can be agreed between UICC vendor and IOPS operator in a proprietary fashion. However, CT6 may decide to have the choices of f or n standardised; if so, more detail would have to be provided here. 
Editor's Note: Annex B.2.2 of TS 33.220 [8] states that "FC values in range 0x50 – 0xFF are reserved for future use". It seems unlikely that FC = 0xFF will ever be put to standardised use. Nevertheless, it may be useful to set some of the currently reserved bits aside for proprietary use. (Similar to what has been done with the AMF.) This is ffs.
If 3GPP CT6 decides to standardise the new functionality required in the UICC for supporting subscriber key separation then it may be advantageous to also standardise the key derivation function and specify it in Annex A of the present specification. FC would then be in the range of 0x10 – 0x1F.

Editor's Note: The need of using the IMSI as additional input to the KDF is ffs. It may be useful for increasing the variability of the input. 
The idea behind adding the IMSI is that it would make it slightly harder for the attacker to find K from K_n with the help of advance pre-computation, independent of a particular subscriber.
F.5
Actions in case of compromise of a local HSS 

In case of a compromise of one local HSS, other local HSSs are not affected (because they have a different set of secrets and it is assumed that an attacker knowing K_n cannot use this information to retrieve the corresponding IOPS master subscriber key). Furthermore, there is no need for swapping all USIMs, only the compromised local HSS (or the local HSSs in the subclass sharing the same subscriber key, cf. NOTE above) needs to be newly provisioned with keys derived from the MK and a newly provisioned number m to uniquely identify the local HSS. In order to be able to provision a new number m not used before it is required that not all numbers that can be encoded by the AMF bits chosen for IOPS purposes have been allocated to local HSSs yet. Furthermore, the old number n, used before to identify the compromised local HSS, needs to be revoked in the UICC. 

Action can, of course, only be taken, after the compromise of a local HSS was detected. But even before detection of the compromise, the subscriber key separation mechanism ensures that the attacker can neither use the compromised key K_n to impersonate the subscriber towards another local IOPS network nor impersonate another local IOPS network towards the subscriber. Therefore, the mechanism is useful even before revocation has taken place. But the attacker can impersonate the local IOPS network towards the subscriber until revocation has taken place. 

Revocation requires the UICC to maintain a list of revoked numbers n and check against this list when it receives an AUTHENTICATE command. Amendments to the revocation list are not permitted during isolated operation. A suitable revocation mechanism is up to the operator to define. An example of a suitable revocation mechanism would be OTA management of the UICC, which would become effective once the UE has obtained connectivity with an OTA server. 

NOTE 0: void

NOTE 1: Sequence number handling: One of the tasks of a USIM application is handling sequence numbers for the AKA protocol (cf. TS 33.401, which refers to TS 33.102 for this purpose). Often, an array is used as specified in TS 33.102, Annex C. The USIM dedicated exclusively for IOPS may use the same array for all keys K_n and increase a sequence number as if the authentication challenge came from a single HSS (instead of from several local HSSs as in the present use case). Protection against replay of challenges continues to be guaranteed as the USIM then records all sequence numbers sent by any of the local HSSs that have been successfully used.
NOTE 2: Re-synchronisation: When a UE moves from one local HSS to the next one, it could happen that the second local HSS generates authentication vectors with a sequence number that is too low as seen from the USIM with the added functions. This would then result in a re-synchronisation procedure that would be successful as the AUTS parameter in the re-synchronisation procedure causes the local HSS to update its sequence number and consequently generate an authentication vector that will be accepted by the USIM. This would then result in a successful Attach procedure, albeit at the expense of some added delay. If the delay is a concern and re-synchronisation procedures may be frequent due to frequent movements of UEs between local HSSs then this problem could be almost completely solved by using the IND value of the sequence number, cf. Annex C of 3GPP TS 33.102 [4], to distinguish among local HSSs, i.e. set up the local HSSs such that they use only particular IND values out of the range of possible IND values. 

~ ~ ~ End of change ~ ~ ~
