

3GPP TSG-SA WG3 Meeting #81 
S3-152566
Anaheim, USA, 9 – 13 November 2015 









revision of S3-152335
Source:
Ericsson 
Title:
A new key issue on null-encryption and unauthorized transmission of user plane data 
Document for:
Discussion and decision
Agenda Item:
8.7.1
Work Item / Release:
FS_EASE_IoT/Rel-13
Abstract of the contribution: This contribution proposes a new key issue on null-encryption and unauthorized transmission of user plane data. 
1 Introduction 
Null-encryption is assumed to be needed in certain CIoT markets where encryption is not allowed. This essentially means that the user plane data would be sent unprotected. The situation is no different from the legacy GPRS where the SGSN typically re-authenticates every new PDP context separately in order to guarantee that the UE is really present. In CIoT, however, the SGSN may not be able to use re-authentication because this would consume the battery of CIoT UE. 
Problems related to null-encryption are clearly visible in CIoT, especially if the GERAN Power Savings for MTC Devices specified in TR 43.869 [1] are used. This paper discusses the null-encryption problem in the context of the GERAN study, and proposes a new key issue to TR 33.860 on unauthorized transmission of user plane. 

2 GERAN Power Saving modes for MTC Devices   

GERAN has been analysing the Power Saving modes for MTC Devices in TR 43.869 [1]. The study focuses on specifying the Power Saving in the way that the energy consumption can be minimized, and consequently ten years of batter lifetime for the CIoT UE can be guaranteed. The study assumes a limited use case, i.e. stationary CIoT UEs that are using the extended coverage offered by eGPRS but that are limited in reachability and battery capacity. There are two modes of operation, the Network triggered traffic mode, and the Mobile autonomous reporting mode. Note, however, that these may not be the only traffic modes that are relevant for EASE study. There may also be highly mobile CIoT UEs that have no battery limitations, that benefit from extended coverage and that require unlimited reachability. 
2.1 Network triggered traffic mode with null-encryption 
In this use case, the CIoT UE is sending a report to the network entity, typically only when triggered by the network to do so. This requires that the CIoT UE must be reachable as a result of network paging. There are two different phases in implementing the reachability. The first one is immediately after every report sending period when it can be guaranteed that the CIoT UE is reachable long enough to receive triggers from the network. The second one is for making sure that the CIoT UE is reachable later within the sleeping mode, and wakes up periodically to see if there are new incoming paging messages. The longer the device can remain in the power saving state, the larger the power saving. 
Figure 1 demonstrates the network triggered traffic mode. Figure assumes that the triggering packets are user plane data; however, they could also be part of control plane. It can be seen from the figure that the CIoT UE and BSS exchange some unprotected signalling messages before the CIoT UE starts sending user plane data. According to all current solution proposals in TR 33.860, the user plane data can also be sent unprotected if encryption is not used. 
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Figure 1: Network triggered reporting (traffic between the network nodes is omitted) 
2.2 Mobile autonomous reporting with null-encryption 
In this use case, the CIoT UE is sending data autonomously, e.g. in a periodic manner. The network may adjust the exact time for reporting in order to balance the network traffic load at specific times. Reachability may still be possible via paging or immediately after the reporting events but it is also possible that the reachability is not needed or used. In the most optimized case, there are no periodical RAUs if the RAU Timer value is configured to be just bigger than the periodic UE wake-up/reporting time. 

Figure 2 demonstrates the mobile autonomous reporting. It can be seen from the figure that the CIoT UE and BSS exchange some unprotected signalling messages before the CIoT UE starts sending user plane data. Again, according to all current solution proposals in TR 33.860, the user plane data can also be sent unprotected if encryption is not used. 
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Figure 2: Mobile autonomous reporting (traffic between the network nodes is omitted)
3 Discussion and proposal 
In both scenarios, the obvious security threat is that an unauthorized UE starts mimicking an authenticated CIoT UE, and sending unauthorized user plane data. In the Network triggered mode, the attacker may also be able to send triggers the CIoT UE if triggering messages are part of unprotected user plane. The threat is related to the fact that there are no protected signalling messages between UE and SGSN in the power saving mode before the data can be sent, and the lack of protection of the user plane (e.g. if encryption is not used). The situation is worse than in legacy GPRS because the attacker does not need to wait for the UE to be authenticated but can send unauthorized data any time. 
Potential security measures could be (note that there might be others): 

· Adding a mandatory authentication immediately before the user data is sent in order to guarantee that the CIoT UE is really present. This would not prevent the attack but would make it little harder to be performed. Also, this is against the goal of saving the battery of the CIoT UE. 

· Adding a mandatory protected signalling message between CIoT UE and SGSN that is sent immediately before the user data is sent. This would not prevent the attack but would make it little harder to be performed. Also, this is against the goal of saving the battery of the CIoT UE. 

· Adding integrity protection to the user plane. 

It is proposed that SA3 discusses this security threat and adds the attached new key issue to the TR 33.860. 
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***
BEGIN CHANGES
***
5.x
Key Issue #x: Null-encryption and unauthorized transmission of user plane data

5.x.1
Key issue details

Null-encryption algorithm is currently assumed to be included as an alternative to markets where the use of encryption is not allowed. Encryption is used to protect, not only the control plane, but also the user plane. Threats and issues related to the use of null-encryption with control plane are discussed elsewhere (see Key Issue #3: Unauthorized modification of signalling data). 

In legacy GPRS, the attacker needs to wait for the UE to be re-authenticated. After the re-authentication, the attacker can send and receive data. If re-authentication is known to be absent for battery saving reasons, the attacker can try sending data any time. The attacker just signals to the BSS that it needs to send data and the connection is opened even when the authentic CIoT UE was sleeping (or even absent, e.g. broken or stolen). If the SGSN decides to re-authenticate at some point, the attacker needs to wait until the original CIoT UE wakes up and re-authenticates. 
5.x.2
Security threats 

The following security threats are foreseen: 

· There is a risk for an attacker to send unauthorized user data if the null-encryption is in use.
5.x.3
Security requirements
The security solutions should address the following potential security requirements: 
· If null-encryption is in use, the SGSN shall protect against unauthorized user plane, e.g. user plane originated from an attacker. 

· If null-encryption is in use, the CIoT UE shall protect itself against unauthorized user plane, e.g. triggering messages originated from an attacker. 
· These solutions shall take battery lifetime into account.
***
END OF CHANGES
***
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