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Abstract of the contribution: This contribution proposes to add an execution step and the corresponding results in 5.2.2.3.2 NAS integrity algorithm selection and use of 33.116.
1. Introduction 
The expected results of 5.2.2.3.2 NAS integrity algorithm selection and use in 33.116 is going to obtain the evidence on checking message authentication code in MME after receiving SECURITY MODE COMPLETE message. However, the checking evidence is hard to catch, for MME will continue to follow the steps in 33.401 if the result is right which leaves nothing to prove the MME has checked the MAC. Thus, we approved to add a new execution Steps which will send a wrong MAC. The check could be proved to exist when the MME refuses to go on the following steps.
1. Proposed pCR
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5.2.2.3.2 	NAS integrity algorithm selection and use
Requirement Name: NAS integrity algorithm selection
Requirement Reference: TBA  
Requirement Description: "The MME shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists." as specified in TS 33.401, 7.2.4.3.1."
NOTE: 	The text in TS 33.401, clause 7.2.4.3.1 is somewhat incomplete. It should properly read: "…which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities."
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that NAS integrity protection algorithm is selected and applied correctly. 
Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps
The MME sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message
Expected Results:
1. The MME has selecteds the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. The MME checks the message authentication code on the SECURITY MODE COMPLETE message.
2. The MAC in the SECURITY MODE COMPLETE is verified and the NAS integrity protection algorithm is selected and applied correctly.
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Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation result

