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Abstract of the contribution: this contribution gives a feasibility analysis of SDES and KMS mechanisms. 
1. Introduction

SDES and KMS security mechanisms are introduced to provide an end-to-end protection for private call by Solution 6 in SA3#80. This contribution gives a feasibility analysis of SDES and KMS mechanisms.
2. Analysis
SDES and KMS mechanisms
As specified in TS33.328, the SDES and KMS are defined for IMS media plane security, which guarantees protection of IMS media against eavesdropping and undetected modification in an end-to-end (e2e) fashion between two terminal devices. 

However, in order to establish end-to-end security associations for media plane, either of these two mechanisms shall use the SIP signallings to transmit necessary security parameters through the SIP infrastructure.  
Following generally describes these two IMS media plane security mechanisms:

· The SDES is for e2ae and for e2e media protection and it relies on the security of the SIP infrastructure and in particular on SIP signalling security, i.e. IPsec. 
· The KMS is for e2e protection and aims for high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 

MCPTT media plane security

In MCPTT scenario, it requires that the application media plane has its own security which is independent of network security, so the exchanged security parameters for establishing MCPTT media security can not be protected from MNO. 

When it assumes that users or application service provider trust the IMS network, this obviously makes sense. But if users or application service provider does not trust the IMS network of MNO and want media data to be hidden from MNO, in case the SIP core is administrated by a rogue MNO, as the IPsec for SIP signallings is manipulated by MNO, it can easily obtain the exchanged security parameters for an end-to-end media plane security.

Feasibility of SDES and KMS

· For SDES, as the security parameters for the media plane security is exchanged through SIP signalling and it relies on the security of the SIP infrastructure, so if SIP core is administrated by MNO, the media server may not trust the IPsec protection that is provided to the security parameters by the underlying MNO administering the SIP core. Thus, SDES can not be used in MCPTT scenario.
· For KMS, the security is based on the use of a Key Management Server (KMS) and a ticket concept other than IPsec. The exchanged security parameters (i.e. ticket) can not be used to derive media security directly, instead, only the ticket used as token is transferred and the receiver can use the ticket to get media plane keys from KMS. As a result, MNO can not obtain the media plane keys from the SIP signalling between users. 
Another security issue needs to be considered is that whether the link between user and KMS is secure enough. Definitely, the KMS shall be administrated by PS agency. TS33.328 suggests to use GBA security. If the ISIM/USIM is implemented for dedicated MCPTT usage by PS agency and also the PS UDF stores the corresponding security parameters(i.e. K) , GBA can be used because the GBA SA can be assumed to terminated in PS security domain. Otherwise, GBA (i.e. MNO-based) shall not be used. Besides GBA, some other security mechanisms may ensure the security between user and KMS, but it shall make sure that they can prevent MNO from obtaining the media plane keys. 

3. Conclusion
· SDES security mechanism can not be used in MCPTT, if SIP core is administrated by MNO.

· If the security mechanism between user and KMS can prevent MNO from obtaining the media plane keys, KMS security mechanism can be used.
Proposals

This contribution proposes to include the follwing pCR into TR 33.879. 
pCR
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7.6.5 Feasibility analysis of SDES and KMS mechanism
SDES and KMS mechanisms
As specified in TS33.328, the SDES and KMS are defined for IMS media plane security, which guarantees protection of IMS media against eavesdropping and undetected modification in an end-to-end (e2e) fashion between two terminal devices. 

In order to establish end-to-end security associations for media plane, either of these two mechanisms shall use the SIP signallings to transmit necessary security parameters through the SIP infrastructure.  

· The SDES is for e2ae and for e2e media protection and it relies on the security of the SIP infrastructure and in particular on SIP signalling security, i.e. IPsec. 
· The KMS is for e2e protection and aims for high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 

MCPTT media plane security

In MCPTT scenario, it requires that the application media plane has its own security which is independent of network security, so the exchanged security parameters for establishing MCPTT media security can not be protected from MNO. 

When it assumes that users or application service provider trust the IMS network, this obviously makes sense. But if users or application service provider does not trust the IMS network of MNO and want media data to be hidden from MNO, in case the SIP core is administrated by a rogue MNO, as the IPsec for SIP signallings is manipulated by MNO, it can easily obtain the exchanged security parameters for an end-to-end media plane security.

Feasibility of SDES and KMS

· For SDES, as the security parameters for the media plane security is exchanged through SIP signalling and it relies on the security of the SIP infrastructure, so if SIP core is administrated by MNO, the media server may not trust the IPsec protection that is provided to the security parameters by the underlying MNO administering the SIP core. Thus, SDES can not be used in MCPTT scenario.
· For KMS, the security is based on the use of a Key Management Server (KMS) and a ticket concept other than IPsec. The exchanged security parameters (i.e. ticket) can not be used to derive media security directly, instead, only the ticket used as token is transferred and the receiver can use the ticket to get media plane keys from KMS. As a result, MNO can not obtain the media plane keys from the SIP signalling between users.
Another security need to be considered is that whether the link between user and KMS is secure enough. TS33.328 suggests to use GBA security. If the KMS is administrated by Public Safety agency and if the ISIM/USIM is implemented for dedicated MCPTT usage by PS agency and also the PS UDF stores the corresponding security parameters(i.e. K) , GBA can be used because the GBA SA can be assumed to terminated in PS security domain. Otherwise, GBA (i.e. MNO-based) shall not be used . Besides GBA, some other security mechanisms may ensure the security between user and KMS, but it shall make sure that they can prevent MNO from obtaining the media plane keys.

Conclusion
· If the MCPTT operator is different from the MNO and the SIP core is administrated by MNO, when the MCPTT media needs to be protected against the MNO, SDES security mechanism can not be used in MCPTT,.

· If the security mechanism between user and KMS can prevent MNO from obtaining the media plane keys, KMS security mechanism can be used.
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