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Abstract of the contribution: this contribution clarifies the generation of SRTP session key and salt in media stream protection in Solution#7. 
Introduction

Solution7 and 8 of TR33.879 describe the session key generation in SRTP and SRTCP protocols. And there is a description for the receiver, saying “On receipt of a SRTP packet, a terminating UE shall use the contents of the MKI to look up the appropriate SRTP Master Key and salt and generate the appropriate SRTP session key and salt.”
Above formulation seems that every time the receiver has received a SRTP packet, it shall generate an appropriate SRTP session key and salt. However, actually there is a key derivation rate that determines the session key generation frequency, which states in RFC3711:
“The key derivation function SHALL initially be invoked before the first packet and then, when r > 0, a key derivation is performed whenever index mod r equals zero.”
To make the description more accurate and clear, it needs to make a clarification.
Proposals

This contribution proposes to add this clarification into TR 33.879. 
pCR

***************************************Start of first change*****************************************

7.7.2
Security procedures for media stream protection 

Media stream protection does not require any signalling mechanism to convey information. The information is provided within each SRTP Packet.
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Figure 7.7.2-1: Security procedure for media stream protection

Figure 7.7.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context (SRTP Master Key, SRTP Master Salt, MKI). 

1)
Transmitting UEs shall send SRTP packets using the format described in RFC 3711. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master Key and Master Salt. On receipt of a SRTP packet, a terminating UE shall use the contents of the MKI to look up the appropriate SRTP Master Key and salt and generate the appropriate SRTP session key and salt if it satisfies the key derivation rate criteria as specified in RFC3711.

NOTE: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.
NOTE: The receiver does not need to generate an appropriate SRTP session key and salt every time when it receives a SRTP packet. The key derivation rate defined in RFC3711 determines the session key generation frequency. Refer to RFC3711 for more information.
A diagram of the SRTP packet format is within Figure 7.7.2-2. 
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Figure 7.7.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.

***************************************End of first change*****************************************
**************************************start of second change****************************************
7.8.4
Security procedures for floor control protection 

Floor control protection does not require any signalling mechanism to convey information. The information is provided within each SRTCP Packet.


[image: image3.emf]Transmitting 

MCPTT UE

Terminating 

MCPTT UE(s)

1. SRTCP

(SSRC, MKI)

0. Establish 

Security Context

0. Establish 

Security Context


Figure 7.8.4-1: Security procedure for media stream protection

Figure 7.8.3-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context for SRTCP (Master Key, Master Salt, MKI). 

1)
Transmitting UEs shall send SRTCP packets using the format described in RFC 3711. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the Master Key and Master Salt. On receipt of a SRTCP packet, a terminating UE shall use the contents of the MKI to look up the appropriate Master Key and salt and generate the appropriate SRTCP session key and salt if it satisfies the key derivation rate criteria as specified in RFC3711.

NOTE: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.
NOTE: The receiver does not need to generate an appropriate SRTCP session key and salt every time when it receives a SRTCP packet. The key derivation rate defined in RFC3711 determines the session key generation frequency. Refer to RFC3711 for more information.
A diagram of the SRTCP packet format is within Figure 7.8.3-2. 
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Figure 7.8.4-2: SRTCP packet format showing security parameters

The length of the MKI will be determined by the key distribution mechanism.

***************************************end of second change****************************************
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