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Abstract of the contribution: Correction to 8.3.2.2 of 33.833 after considering the proposal made in S3-152417.
8.3.2.1
General

This solution addresses Key Issue #7.3.1 in the current document and is a proposal for the security part of solution in clause 5 of TR 23.713 [33]. In particular it addresses the discovery, impersonation, replay and tracking requirements. 

8.3.2.2
Tracking of UEs using restricted discovery announcements 

The risk of tracking of a UE by passive receivers in proximity exists if the same announcement is repeatedly sent on PC5. 

To mitigate against this attack, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver. Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next ProSe identifier the UE in question uses. Fresh input to the calculation can be provided by the same method as used to calculate the MIC in open direct discovery. 

