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1. Background
In RAN#69, RAN approved a WID (RP-151615) for LTE-WLAN RAN Level Integration supporting legacy WLAN LTE-WLAN aggregation at bearer level solution with the following requirements: 

1. Solution shall support legacy WLAN deployments without any need for modifications to the deployed WLAN nodes.

2. Solution shall build on functionality (e.g. WLAN network selection, measurements etc.) already provided or expected to be provided by the Release-13 LTE-WLAN Radio Level Integration and Interworking Enhancement WI.

3. Solution shall perform RAN based routing of user traffic between EUTRAN and WLAN with bearer switch only (Note:  Whilst there is no bearer split in RAN, this does not preclude per IP-packet routing between EUTRAN and WLAN by higher layers).

4. Co-exist with other 3GPP/WLAN interworking and aggregation solutions.

Furthermore, in the incoming LS in S3-152213 (R2-154915), RAN2 has suggested that SA3 develop a solution based on IPsec tunnel above PDCP layer between the UE and the eNB. Based on the agreements listed in this LS, we also note the following security relevant aspects of the approach proposed by RAN2:

a) eNB provides the UE with the information required to establish the IPsec tunnel. We assume that eNB provided information will include the public (e.g., internet) routable IP address of the eNB.

b) There is no PDCP security (encryption) applied for user plane data bearers.
c) IPsec tunnel exists only when the UE is in RRC connected state with the eNB; the tunnel is released when either the UE moves to idle mode or receives Handover Command from the eNB. The implication of this is that the IPsec tunnel establishment may need to be performed every time the UE moves from idle to connected mode or performs handover. Especially with some of the smartphone applications, it should be noted that the idle to connected transitions may happen very frequently (e.g., in the order of minutes).
   In this paper, we identify some security aspects that need to be addressed by SA3 in order to identify a security architecture and potential solution approaches for the legacy WLAN based LTE-WLAN RAN Level Integration.

2. Authentication in WLAN
Since the WLAN access network is assumed to be a legacy deployment, any of the following may be in use at the WLAN to authenticate the UE before the UE obtains the IP address allocated by the WLAN:

· No authentication (i.e., open mode AP)

· PSK based authentication (using user configured per UE or shared PSKs)

· Any EAP-based authentication (including the methods specified in TS 33.402 for non-3GPP access) 

Therefore, we can conclude the following:

Conclusion #1: Level of security provided at the WLAN cannot be determined by the eNB
, esp. if an authentication method other than what is specified in TS 33.402 for non-3GPP access authentication is used. It is FFS if the eNB needs to know and how it knows if a method specified in TS 33.402 is used for WLAN access authentication.
3. Security between the WLAN and the eNB
It is not clear whether any security assumptions can be made regarding the interface between the WLAN network and the eNB. Since this approach is proposed for legacy WLAN deployment, for the purposes of our security analysis, it seems prudent to assume that security mechansims such as X2-like NDS/IP mechanisms are not in use between the WLAN and the eNB.

Conclusion #2: No security assumptions can be made on the interface between the WLAN AN and the eNB.

4. Authentication for tunnel establishment

Based on conclusion #1 & 2, we can conclude that the IPsec tunnel establishment between the UE and the eNB has to be mutually authenticated. 

Proposed security requirement #1: The IPsec tunnel establishment shall be mutually authenticated.

It is FFS how this authentication is to be performed. One potential option is to reuse the IKEv2/IPsec establishment procedures specified in TS 33.402 for untrusted non-3GPP access. This option would require eNBs to have interface to the 3GPP AAA server and the eNB to implement ePDG-like functions
.
5. Risk of DoS on eNB

With the current LTE security architecture, only UEs that are successfully authenticated using EPS AKA and activated the AS security can send the data over the user plane to the eNB. In addition, the presence of PDCP encryption for the data bearer(s) further reduces the risk of unauthorized packet injection over access stratum.  It is useful to note that UEs have to be in the physical vicinity of the eNB coverage in order to attempt this unauthorized packet injection. Thefore, risk of DoS attacks on the eNB using user plane packet injection is greatly mitigated.

Increased risk of packet injection attacks:
With the proposed legacy WLAN based LTE-WLAN RAN Level Integration, the eNB has to be reachable over a publicly routable eNB IP address in order for the UE to establish the IPsec tunnel. This means that any malicious device (not just a malicious UE in the vicinity of eNB coverage) on the internet that knows the public IP address of the eNB can inject packets to the eNB. However, the integrity verification of the packets will cause the eNB to drop the injected packets (due to the use of IPsec). The implication of this is that any internet connected device can send packets to the eNB, thus increasing the risk of DoS attack on the eNB compared to the current LTE architecture
. 
Abuse of tunnel establishment procedures to launch DoS attacks on eNB and/or LTE network:
Any malicious device (not just a malicious UE in the vicinity of eNB coverage) on the internet could initiate IPsec tunnel establishment procedures with the eNB using the public IP address of eNB (which can not be assumed to be secret). The eNB can determine whether the device is a legitimate UE only after the successful authentication. For example, if IKEv2 is used for authentication, IKEv2 Phase 1 exchange (due to the need to perform DH exchange and the need to verify the IKEv2 server certificates) and the subsequent EAP-AKA authentication exchanges may lead to substantial processing and signalling load on the eNB. An attacker could use this to launch denial of service attacks on the eNB and/or LTE network.

Proposed security requirement #2: Any proposed solution shall not increase the risk of DoS attack on the eNB or the LTE network.

6. Load on the eNB/LTE network

One of the RAN2 agreement is that the IPsec tunnels are released when the UE transitions from RRC connected to idle mode and re-established when the UE transitions from RRC idle to connected mode.  Similarly, after receiving a handover command, the UE releases any existing IPsec tunnel with the source eNB and re-establishes a new IPsec tunnel with the target eNB (assuming that target eNB also supports this feature). The signalling and processing overhead of these procedures may introduce increased load on the UE and the eNB/LTE network depending on

· how often idle-connected transitions happen

· how often handover is performed
· how the tunnels are established and authenticated
In addition, depending on the security assumptions for X2 & S1 interfaces, currently deployed eNBs may be dimensioned to support establishment of only a limited number of IPsec tunnels (as the number of instances of X2 & S1 interfaces are fairly limited due to number of MME/SGWs and eNBs it is connected to). If the eNB has to establish at least one IPsec tunnel per UE it is serving (and potentially more if there is a need to use one IPsec SA per DRB
), then the number of IPsec tunnels that eNBs need to support may increase quite substantially. Therefore, it seems preferable to consider security architecture and procedures that do not place substantial processing and/or signalling load on the eNB and/or the LTE network.
Proposed security requirement #3: Security architecture/procedures that do not substantially increase signalling and processing load on the eNB/LTE network should be preferred.
7. Co-existinence with existing WLAN interworking solutions

TS 33.402 defines security aspects of EPC access over trusted and untrusted non-3GPP access networks. For trusted WLAN access, EAP-AKA’ is used for WLAN access authentication with the 3GPP AAA server. For untrusted WLAN access, ePDG is used to perform EAP-AKA authentication with the 3GPP AAA server using IKEv2 and to establish IPsec tunnels. Per the objective of the WID, any solution specified shall support co-existence with existing WLAN interworking mechanisms (presumably with at least the ones specified in TS 33.402). Therefore, the proposed solution needs to be studied and evaluated for their impacts on the UE (e.g., need to maintain multiple IKEv2/IPsec tunnels with separate entities in the network, e.g., to the ePDG and to the eNB) and the network (e.g., impacts of supporting multiple simultaneous EAP authentication sessions at the 3GPP AAA server) due to the requirementfor co-existence
. 
Proposed security requirement #3: Proposed security methods/procedures shall demonstrate co-existence with existing methods specified in TS 33.402.

8. Proposal

It is proposed that SA3 kindly agree to the proposed conclusions and security requirements in this document as the basis for further work on this feature.
�Not needed – since the IPsec will ensure security of eNB – WLAN – UE path, without any assumptions on the security in the underlying network


�No, this would mean reuse of the IKEv2-PSK authentication allowed in RFC 5996 sec.2.15.


�This is true, but not different of DoS on the IP Firewall. The eNB is expected to protect its public port from overload.


�The severity of this attack is reduced by allocating the expected  IDi over the secure RRC channel. 





It can be further reduced if the SPI is also allocated by the eNB to the UE over the secure RRC channel. This way, any SPI not expected in the IKE_SA_INIT message 1 from the UEwill be discarded. 





The eNB can also retain expectation window for the IKE signalling for this UE relatively short (by Operator’s configuration), thus reducing the attack vector even more.


�This approach is based on RAN2 decisions, and shall be taken with the RAN2. To support this RAN2 decision, the SA3 shall only define that the IPSec is released when the eNB SA changes.


�This is not needed. 


�LWRI solution does not require authentication managed by the AAA server. Two sessions – one based on UE-ePDG-(S2b)-PDG and another based on UE-(WLAN)-eNB-SGW-(S5/S8)-PDG are already allowed by standards for both Interworking and Coexistence through Associated and Simultaneous Binding at the PDG. 





