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Abstract of the contribution: This contribution proposes an update of the GBA-based solution for UE-to-network relay security.
1 Introduction 
A solution for both one-to-one and UE-to-network relay security was proposed at SA3 #80. The present contribution proposes updates to the solution as follows:  

· The solution is proposed to apply to UE-to-network relay case only. This is because we believe one-to-one security solution should be the same for in coverage and out of coverage cases, and should therefore not require connectivity to the network. Therefore the terminology has been changed accordingly, and it is proposed to add the solution to TR 33.833 under clause 8.1 "Solutions for ProSe Relays" as a new solution. However, the pCR below shows the changes against the original proposal in clause 8.2.1.5.
· Since the details of the set-up of SAs are now in TS 33.303 clause 6.5.5, those can be referred in the flow and the messages over PC5 are simplified.
· An editor's note was added at SA3#80: It is ffs how this solution works with the PC4a network option. Especially, how the step for bootstrapping can be done in that case. The UE will not know beforehand which network option (BSF or PC4a) is deployed. Therefore it needs to always contact first the ProSe Function over PC3 and/or Prose KMF over PC8 and run bootstrapping (with the BSF or with integrated bootstrapping entity) in conjunction with TLS connection set-up in order to get the B-TID.
· Key separation to enable Public Safety organization to have its own, operator independent, keys. This is enabled by using the key derived from GBA keys as a transport key to protect the KD instead of deriving the KD directly from GBA keys (This is what is already done in some GBA proposals in the TR). MIKEY protocol is also introduced to carry the KD. If a public safety organization wants to become independent of the operator's keying infrastructure, it can use e.g. public/private keys to protect the MIKEY messages and use appropriate mode of MIKEY.    
· Deriving ProSe keys from a fresh Ks_NAF instead of from Ks_NAF used for TLS. This is done by asking new NAF keys with new Ua security protocol id instead of re-using the existing NAF key used for TLS. 
· Not using/sending IMSI. There is no need to send IMSI if the Remote UE is required to set-up TLS with ProSe KMF in the beginning and Remote UE and ProSe KMF are required to store it B-TID in a non-volatile memory. Therefore, use of IMSI is removed from the solution. This also means that the procedure for bootstrapping re-negotiation request is not needed anymore and it is removed.
· The ProSe Function of the UE-to-network relay takes the role of the NAF. As the ProSe KMF proxy was introduced in SA2 TS 23.303, there is no need to go via the ProSe KMF of the Remote UE, but the ProSe KMF of the UE-to-network relay takes the role of the NAF and derives and generates the necessary keys.
· Steps before discovery are added.
2 Proposal
It is proposed to add the updated solution in TR 33.833 in clause 8.1 under the solutions of UE-to-network relay security as a "new" solution.
3 pCR 
***
BEGIN CHANGES
***
Note to the editor: it is proposed to add the solution to TR 33.833 under clause 8.1 "Solutions for ProSe Relays" as a new solution. However, the pCR below shows the changes against the original proposal in clause 8.2.1.5.
8.2.1.5
Solution #8.2.1.5 Security for UE-to-Network Relay using GBA and GBApush 


8.2.1.5.1
General

This solution uses B-TID/Ks obtained from GBA bootstrapping whenever possible and uses GBApush only when the Ks related to the B-TID cannot be used and GBA bootstrapping is not possible, e.g. due to Remote UE being out of coverage. The established direct communication key can be used for mutual authentication and securing communications on PC5. 

The solution is compatible with TS 33.303 [34] clause 6.5.5: General security establishment for one-to-one communications. 


8.2.1.5.2
Security procedure for UE-to-network relay security
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Figure 8.2.1.5.2-1. Procedure for UE-to-network relay security

NOTE: This solution requires network coverage for the Remote UE only in the beginning to run GBA bootstrapping.

The solution is described for the general case when the Remote  and UE-to-network relay are related to different HPLMNs.
The bootstrapping functionality may be deployed either with a standalone BSF or as an integrated bootstrapping entity within the ProSe Function and ProSe KMF according to Annex F.4 of TS 33.303 [34]. 
0)
Remote UE and UE-to-network relay have established TLS connection to their respective ProSe Function and ProSe KMF. For BSF deployed case bootstrapping is run with BSF, and for PC4a case bootstrapping is run with integrated bootstrapping entity within ProSe Function and Prose KMF. The UE and ProSe KMF are required to store the last used B-TID between them with associated IMSI even though the B-TID would be expired. The purpose is to use B-TID as a temporary Remote UE identity. This helps to maintain user privacy. 
1a) The Remote UE and the UE-to-network relay fetch the parameters necessary to act as a Remote UE and UE-to-network relay respectively (see TS 23.303 [34]),  and the ProSe KMF address of the UE-to-network relay.
1b) The Remote UE and the UE-to-network relay fetch security parameters required to protect the relay discovery messages from ProSe KMF of the UE-to-network relay. 
2)
Remote UE and UE-to-network relay have discovered each other using either Model A or Model B.

3) Remote UE sends a Direct Communication Setup Request message to UE-to-network relay in order to trigger the establishment of secure link over PC5. The request includes  B-TID, NAF_Id (which identifies the ProSe KMF of UE-to-network relay acting as NAF. This is the same ProSe KMF with which the Remote UE communicated in step 1)) and the other parameters as defined in TS 33.303 [34] clause 6.5.5.

The Remote UE will send  the B- TID according to the following rules. 

- 
If the UE has a valid B-TID and related Ks available, the B-TID is sent.

- 
If the UE has a B-TID, but it is expired, the UE runs bootstrapping if possible, and the new B-TID is sent.
-
If the UE has a B-TID, but it is expired and bootstrapping is not possible, i.e. the Remote UE is out of coverage, the B-TID stored in step 0) is sent. 



4)
UE-to-network relay sends a Retrieve ProSe Relay Key Request to the ProSe KMF of UE-to-network relay. The request includes B-TID, UE-to-network relay ID (i.e. the ProSe Relay UE ID) and NAF-Id.

5)
The ProSe KMF of UE-to-network relay checks if the Remote UE is authorised to receive UE-to-network Relay service from the UE-to-network relay. This is done by using the B-TID to find the UE identity that is bound to the keys that established the TLS connection over PC8 in step 0). If the Remote UE is successfully authorised, the processing continues. 


6)
The behaviour of ProSe KMF of  UE-to-network relay is as follows depending if BSF or integrated bootstrapping entity is deployed, i.e. either step 6a or 6b is performed:  
6a) When BSF is deployed, the ProSe KMF sends the B-TID and NAF_Id to the BSF to request for NAF keys. The NAF_Id has a different Ua security protocol Id than the one that was used for the TLS connection for PC8:



6a1) If the request is successful, the ProSe KMF of UE-to-network relay checks if the Remote UE is authorized to use GBA for ProSe security, and processing continues in step 7.  
6a2) If the request is not successful, the ProSe KMF uses the stored B-TID to identify the Remote UE and requests GPI and NAF keys from the BSF.
6b) When integrated bootstrapping entity is deployed, the ProSe KMF internally checks if the Ks related to the B-TID from step 0) is available. The NAF_Id has a different Ua security protocol Id than was used for the TLS connection for PC8.

6b1) If the Ks is available, the ProSe KMF derives the NAF keys, and processing continues in step 7). 
6b2) If the Ks is not available, the ProSe KMF uses the stored B-TID to identify the Remote UE and requests AV from the HSS and prepares GPI and NAF keys. Processing continues in step7. 



7)
The ProSe KMF of UE-to-network relay derives ProSe MIKEY Key (PMK) from the Ks_(ext)_NAF and UE-to-network relay UE ID. ProSe KMF of Remote UE generates KD and protects it with PMK in a MIKEY message. UE-to-network relay ID and B-TID or RAND@'naf' (depending on which was used) are used to identify the PMK and they are placed in MIKEY header. 
NOTE 2:
RAND@'naf' is downlink NAF SA identifier in TS 33.223. 

8)
The ProSe KMF of UE-to-network relay sends Retrieve ProSe Relay Key Response to UE-to-network relay. The response includes KD and MIKEY message. 

9)
UE-to-network relay sends Direct Security Mode Command message to Remote UE using the supplied KD to protect the message as defined in TS 33.303 [34], clause 6.5.5. The message includes also the MIKEY message carrying the KD. If GPI was received in step 8, then it is sent as well.

10)
 If GPI was received in step 9, then the Remote UE processes the GPI to get Ks_(ext)_NAF. Otherwise Remote UE uses the Ks_(ext)_NAF as indicated by the B-TID in the MIKEY header and which was sent in step 3. Remote UE retrieves B-TID or RAND@'naf' (depending if GBA push was used) and UE-to-network relay ID from the MIKEY header. Then Remote UE derives the PMK from Ks_(ext)_NAF and UE-to-network relay ID similarly as the ProSe KMF of UE-to-network relay did and processes the MIKEY message to get KD. Remote UE also derives KDsess  and processes the Direct Security Mode Command as defined in TS 33.303 [34] clause 6.5.5.  If this is successful, processing continues in step 11).
11)
 Remote UE sends Direct Security Mode Complete message to UE-to-network relay.










***
END OF CHANGES
***
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