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~ ~ ~ Start of first text proposal ~ ~ ~

Annex X (informative):
Isolated E-UTRAN Operation for Public Safety
X.1
General Description

Isolated E-UTRAN Operation for Public Safety (IOPS) provides the ability to maintain a level of communications for Public Safety users, via an IOPS-capable eNB (or set of connected IOPS-capable eNBs), following the loss of backhaul communications.

The Isolated E-UTRAN mode of operation is also applicable to the formation of a Nomadic EPS deployment, i.e. a deployment of one or more standalone IOPS-capable eNBs, creating a serving radio access network without backhaul communications and also providing local IP connectivity and services to Public Safety users in the absence of normal EPS infrastructure availability.
3GPP TS 22.346 [xx] lists the general requirements for LTE networks in Isolated E-UTRAN Operation for Public Safety (IOPS). A description of the architectural concept of IOPS is given in informative Annex K of 3GPP TS 23.401 [2].
This annex provides security guidelines for the operation of Public Safety networks in the no backhaul (to Macro EPC) scenario using the Local EPC approach [2].
The Local EPC approach assumes that an IOPS network can comprise either:

-
A Local EPC and a single isolated IOPS-capable eNB (or a deployable IOPS-capable eNB), which may be co-located or have connectivity to the Local EPC; or

-
A Local EPC and two or more IOPS-capable eNBs (or deployable IOPS-capable eNBs), which have connectity to a single Local EPC.

A Local EPC includes at least MME, SGW/PGW and HSS functionality.

The Public Safety network operator dedicates a PLMN identity to IOPS mode of operation which is broadcast in System Information by the eNB when IOPS mode is in operation. Only authorized IOPS-enabled UEs can access a PLMN indicated as an IOPS PLMN.
X.2
IOPS security solution
The security features and procedures described in this specification can be used to provide a security solution for an IOPS network based upon the Local EPC approach.

In order to ensure that support for IOPS does not compromise the security of normal operation, when operating in IOPS mode the AKA procedure (subclause 6.1 of this specification) is performed between a USIM application dedicated exclusively for IOPS operation, present in IOPS-enabled UEs, and the Local HSS (contained in the Local EPC). The same applies in the event of a loss of backhaul communications and a transition of the IOPS-capable eNB to support Isolated E-UTRAN operation for a population of IOPS-enabled UEs.
The USIM application dedicated exclusively for IOPS operation uses a distinct set of security credentials separate from those used for ‘normal’ operation. These credentials are configured in the Local HSS and in the UICC prior to the commencement of IOPS operation.

The USIM application dedicated exclusively for IOPS operation, in an IOPS-enabled UE, has a distinct set of security credentials which contains at least:

-
A permanent key K (uniquely assigned for IOPS operation).
-
The PLMN identity assigned for IOPS network operation.

-
An IMSI (uniquely assigned for IOPS operation).
-
Access Class status of 11 or 15 (subject to regional/national regulatory requirements and operator policy).
These credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication.

Storage of the IOPS network security credential set in the Local HSS is only performed for UEs authorised for operation in the IOPS network. Administrative provisioning is used to keep up to date security credentials for all authorised UEs at the Local HSSs within the Local EPCs. Updates are provided within a security context that already exists between the EPC and eNBs in the ‘normal’ network.
This solution provides integrity and confidentiality for IOPS networks and maintains commonality with the procedures defined in this specification. Furthermore, the approach is aligned with the implementation and deployment guidelines for IOPS as defined in 3GPP TS 23.401 [2].
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