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Abstract of the contribution: This contribution adds the MCPTT media and floor control protection mechanisms to the MCPTT TS.
This contribution adds a section to the MCPTT TS which describes the MCPTT media and floor control protection mechanisms to support end-to-end communication security. The addition to the TS is based on the evaluation in S3-152408.
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2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
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[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.179: 

[hh]
IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.
[ff]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************

X End-to-end communication security
X.1 Overview
X.D Protection of media stream (SRTP)
X.D.1 General

The following mechanism shall be used to protect MCPTT communications which use the Real-Time Transport Protocol (RTP), cf. RFC 3550 [hh]. The integrity and confidentiality protection for MCPTT communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), RFC 3711 [ff]. 

The key management mechanism for SRTP is described elsewhere. As a result of this mechanism, those communicating will have shared the following:

1) A SRTP Master Key 

2) A SRTP Master Salt 

3) A SRTP Master Key Identifier (MKI) referencing the above two values. 

The mechanism described in RFC 3711 [ff] is used to encrypt the RTP payload. A diagram of the key derivation mechanism (as described in RFC 3711) is shown in Figure X.D.1-1. 
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Figure X.D.1-1: Security mechanism for media stream protection

X.D.2
Security procedures for media stream protection 

Media stream protection does not require any signalling mechanism to convey information. The information is provided within each SRTP Packet.
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Figure X.D.2-1: Security procedure for media stream protection

Figure X.D.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context (SRTP Master Key, SRTP Master Salt, MKI). 

1)
Transmitting UEs shall send SRTP packets using the format described in RFC 3711 [ff]. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master Key and Master Salt. On receipt of a SRTP packet, a terminating UE shall use the contents of the MKI to look up the appropriate SRTP Master Key and salt and generate the appropriate SRTP session key and salt.

NOTE: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

A diagram of the SRTP packet format is within Figure X.D.2-2. 


[image: image3.emf]SSRC

Encrypted RTP Payload

SRTP Header

MKI Field

Packet Index (partial)


Figure X.D.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.

X.E Protection of floor control signalling (SRTCP)

X.E.1 General

Floor control signalling is sent from the MCPTT UE to a Floor Arbitrator. The Floor Arbitrator will be part of the MCPTT server when MCPTT group communications are online. When MCPTT group communications are offline, the Floor Arbitrator will be an MCPTT client. For online communications, the connection between the MCPTT UE and the Floor Arbitrator (MCPTT Server) may already be protected alongside other MCPTT signalling (using a mechanism defined elsewhere). For offline communications, the connection may not be protected by other means. This section provides a mechanism for protecting floor control signalling where it is required.
Floor control signalling is transmitted using MBCP or TBCP, both of which use RTCP, cf. RFC 3550 [hh]. The integrity and confidentiality protection for one-to-many communications using RTCP may be achieved by using SRTCP, RFC 3711 [ff].

The key management mechanism for SRTCP uses the same mechanism as SRTP. As a result of this mechanism, the group members share a Master Key, a Master Salt and an MKI for the protection of SRTCP. The Master Key and Master Salt for SRTCP may differ to the SRTP Master Key and SRTP Master Salt used for SRTP (requiring two key management messages to be sent). 

The mechanism described in RFC 3711 [ff] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in RFC 3711) is shown in Figure X.E.1-1. 
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Figure X.E.1-1: Security mechanism for floor control protection

X.E.2
Security procedures for floor control protection 

Floor control protection does not require any signalling mechanism to convey information. The information is provided within each SRTCP Packet.
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Figure X.E.2-1: Security procedure for media stream protection

Figure X.E.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context for SRTCP (Master Key, Master Salt, MKI). 

1)
Transmitting UEs shall send SRTCP packets using the format described in RFC 3711 [ff]. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the Master Key and Master Salt. On receipt of a SRTCP packet, a terminating UE shall use the contents of the MKI to look up the appropriate Master Key and salt and generate the appropriate SRTCP session key and salt.

NOTE: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

A diagram of the SRTCP packet format is within Figure X.E.2-2. 
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Figure X.E.2-2: SRTCP packet format showing security parameters

The length of the MKI is determined by the key distribution mechanism.

**********END OF CHANGE****************
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