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Abstract of the contribution: Evaluation of Media and Floor Protection Mechanisms
CT1 have now agreed that media will be transmitted using RTP and floor control using RTCP (MBCP, TBCP). The following is taken from TS 24.379:
Active MCPTT Session:
 A MCPTT Session that carries both RTP and MBCP/TBCP based packets to the MCPTT User. If the MCPTT User has multiple MCPTT Sessions, at most only one can be active at any given time.
The SA3 TR contains a single solution for protecting RTP within Solution 7. This describes that SRTP shall be used, making use of the Master Key Identifier (MKI) field.
The SA3 TR contains a single solution for protecting RTCP within Solution 8. This describes that SRTCP shall be used, making use of the Master Key Identifier (MKI) field. Additionally, it allows the SRTCP security context to be different from the SRTP security context.
These two proposals are compatible with all the proposed key management solutions (Solution #4, #5, #6-1, #6-2) as well as the existing media protection mechanisms described in TS 33.328. For this reason, this document proposes that these two security solutions be accepted into the MCPTT TS.

The document also considers the options for mandatory algorithms for SRTP/SRTCP and proposes that AEAD_AES_128_GCM be chosen as a mandatory algorithm to protect media and floor control within MCPTT.
**********BEGINNING OF CHANGE****************

8
Evaluation of Solutions

Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  

8.1
Signaling protection and IMS authentication

Solution 1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no system impacts.  
8.X
Media and Floor control protection

8.X.1
General

Media protection is required to provide confidentiality and integrity of MCPTT user traffic. TS 24.379 states that media is transmitted using RTP. This document contains a single solution for protecting RTP within Solution 7. This describes that SRTP shall be used, making use of the Master Key Identifier (MKI) field where required. Additionally, Solution 6 references TS 33.328 which also indicates use of SRTP.

Floor control protection is required to provide confidentiality and integrity of MCPTT floor control signalling. TS 24.379 states that media is transmitted using MBCP or TBCP, both of which make use of RTCP. This document contains a single solution for protecting RTCP within Solution 7. This describes that SRTCP shall be used, making use of the Master Key Identifier (MKI) field where required. Additionally, Solution 6 references TS 33.328 [12] which also indicates use of SRTCP to protect the RTCP protocol.
8.X.2
Requirements relating to Media and Floor Control

The security analysis conducted in Section 6 established a number of requirements which impact the protection of media and floor control. The relevant requirements are listed below:
KI#7: The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.
KI#8: The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.  
KI#9: The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.
KI#10: The MCPTT system shall ensure that key streams are not reused.
KI#11: An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

KI#12: The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.
KI#16: The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.
KI#17: The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.
Additionally, lower layers are not able to meet these requirements. The requirements require that protection is at the application layer. 

In conjunction with an effective key management solution, all solutions can meet these requirements where integrity protection is provided by SRTP.

8.X.3
Comparison of Solutions

It is noted that both Solution #7, Solution #8 and the SRTP/SRTCP profiles within TS 33.328 [12] are all very similar proposals. A comparison of differences is below:

- MKI: Solution #7 and Solution #8 require that the MKI field is mandatory to support. TS 33.328 implies that MKI is optional to support.

- Security Context: Solution #7 and Solution #8 allow the option for SRTP and SRTCP to have different key hierarchies and security contexts. TS 33.328 does not consider this possibility.

- SRTP/SRTCP Profile: TS 33.328 defines algorithm profiles, which are not discussed by Solution #7 or Solution #8.

As a result, other than the choice of algorithm, Solution #7 and Solution #8 can be used in a way that is compatible with the previously defined media and floor protection mechansisms in TS 33.328. As a consequence, Solution #7 and Solution #8 are compatible with all the proposed key distribution mechanisms for MCPTT.
8.X.4
Choice of Algorithm

TS 33.328 [12] contains a number of mandatory to support algorithms: UNENCRYPTED_SRTP, UNENCRYPTED_SRTCP, UNAUTHENTICATED_SRTP, AES_CM_128, AES_CM_128_HMAC_SHA1_80. Of these, only AES_CM_128_HMAC_SHA1_80 provides integrity and confidentiality protection. However, as this choice uses SHA1 for authentication, it is not an ideal choice for use within MCPTT.

The IETF are standardising the AEAD_AES_128_GCM algorithm for SRTP and SRTCP [bb]. This algorithm provides 128-bits of confidentiality and integrity protection and hence meets the requirements for securing media and floor control.

8.X.5
Summary of Evalution

Solution #7 and Solution #8 in conjunction with the AEAD_AES_128_GCM algorithm meets all the requirements for securing media and floor control traffic for MCPTT. 

These two proposals are compatible with all the proposed key management solutions (Solution #4, #5, #6-1, #6-2) as well as the existing media protection mechanisms described in TS 33.328 [12]. 

A new SRTP/SRTCP profile will need to be defined which makes the AEAD_AES_128_GCM algorithm mandatory to support.
**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************

9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  

9.1
Signaling protection and IMS authentication

For IMS authentication (step B) and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179 [10].

9.Y
Media and Floor Control Protection
Based on the evaluation in Section 8.X, Solution #7 and Solution #8 are adopted to protect media and floor control for MCPTT, with the AEAD_AES_128_GCM algorithm mandatory to support.

**********END OF CHANGE****************
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