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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.133: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Threats and Requirements".

[2]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[3]
3GPP TS 23.002: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; Network architecture".

[4]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description; Stage 2".

[5]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".

[6]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp Interface".

[7]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[8]
3GPP TS 33.103: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Integration guidelines".

[9]
3GPP TS 33.120: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Principles and Objectives".

[10]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Access security for IP-based services".

[11]-[25]
Void. 




 
 



[26]
RFC‑3554: "On the Use of Stream Control Transmission Protocol (SCTP) with IPsec".

[27]
RFC-1750: "Randomness Recommendations for Security".

[28]
3GPP TS 25.412: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iu interface signalling transport".

[29]
RFC-3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec".

[30]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; Authentication Framework".

[31]
RFC-4303: "IP Encapsulating Security Payload (ESP)"

[32]
Void.

[33]
RFC-4307: "Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 (IKEv2)"

[34]
Void.

[35]
RFC-4301: "Security Architecture for the Internet Protocol".

[36]
RFC-4835: "Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)".

[37]
RFC-5996: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[38]
3GPP TS 25.422: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iur interface signalling transport".

[39]
3GPP TS 25.467: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN architecture for 3G Home Node B (HNB); Stage 2".

[40]
3GPP TS 25.468: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iuh Interface RANAP User Adaption (RUA) signalling".

[41]
3GPP TS 25.471: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iurh Interface RNSAP User Adaption (RNA) signalling".

***
NEXT CHANGES
***
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Anti-replay protection: Anti-replay protection is a special case of integrity protection. Its main service is to protect against replay of self-contained packets that already have a cryptographical integrity mechanism in place.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

NDS/IP Traffic: Traffic that requires protection according to the mechanisms defined in this specification.

NDS/IP-networks: 3GPP and fixed broadband networks.


IPsec Security Association: A unidirectional logical connection created for security purposes. All traffic traversing a SA is provided the same security protection. The SA itself is a set of parameters to define security protection between two entities. A IPsec Security Association includes the cryptographic algorithms, the keys, the duration of the keys, and other parameters.

Security Domain: Networks that are managed by a single administrative authority. Within a security domain the same level of security and usage of security services will be typical. 

Transit Security Domain: A security domain, which is transmitting NDS/IP traffic between other security domains.

Transport  mode: Mode of operation that primarily protects the payload of the IP packet, in effect giving protection to higher level layers.

Tunnel mode: Mode of operation that protects the whole IP packet by tunnelling it so that the whole packet is protected.

***
NEXT CHANGES
***
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication Authorization Accounting

AES

Advanced Encryption Standard

AH
Authentication Header

BG
Border Gateway
CS
Circuit Switched

CSCF
Call Session Control Function

DES
Data Encryption Standard

DoI
Domain of Interpretation

ESP
Encapsulating Security Payload

GTP
GPRS Tunnelling Protocols

IESG
Internet Engineering Steering Group

IETF
Internet Engineering Task Force

IKE
Internet Key Exchange


IKEv2
Internet Key Exchange version 2

IP

Internet Protocol

IPsec
IP security  - a collection of protocols and algorithms for IP security incl. key mngt.

ISAKMP
Internet Security Association Key Management Protocol

IV

Initialisation Vector

MAC
Message Authentication Code

NAT
Network Address Translator

NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

NE
Network Entity

PS
Packet Switched

SA
Security Association

SAD
Security Association Database (sometimes also referred to as SADB)

SEG
Security Gateway

SIP
Session Initiation Protocol

SPD
Security Policy Database (sometimes also referred to as SPDB)

SPI
Security Parameters Index

TISPAN
Telecoms & Internet converged Services & Protocols for Advanced Networks

TrGW
Transition Gateway

***
NEXT CHANGES
***
5.2
Security Associations (SAs)

5.2.0
General

For NDS/IP-networks the key management and distribution between SEGs is handled by the protocol Internet Key Exchange Internet Key Exchange (IKEv2) (RFC-5996 [37]). The main purpose of IKEv2 is to negotiate, establish and maintain Security Associations between parties that are to establish secure connections. The concept of a Security Association is central to IPsec and IKEv2.

To secure a typical, bi-directional communication between two nodes using IKEv2 an IKE SA is established through which the Child Security associations i.e. IPsec security associations are established. 
IPsec Security associations are uniquely defined by the following parameters:

-
A Security Parameter Index (SPI);

-
An IP Destination Address (this is the address of the ESP SA endpoint);

-
A security protocol identifier (this will always be the ESP protocol in NDS/IP).

With regard to the use of IPsec security associations in the network domain control plane of NDS/IP-networks the following is noted:

-
NDS/IP only requires support for ESP SAs;


The specification of IPsec SAs can be found in RFC4301 [35].

***
NEXT CHANGES
***
5.4
Profiling of IKEv2
5.4.0
General

NOTE:
Clause 5.4 contains the general 3GPP IKEv2 profile. Other 3GPP specifications may point to clause 5.4. Thus parts of clause 5.4 may also apply to devices and network nodes as specified in other specifications. New specifications using IKE should refer to this profile with as few exceptions as possible.

5.4.1
Void























***
NEXT CHANGES
***
5.4.3
Void









***
NEXT CHANGES
***
5.6
Network domain security key management and distribution architecture for native IP based protocols

5.6.1
Network domain security architecture outline

The NDS/IP key management and distribution architecture is based on the IKEv2 (RFC-5996 [37]) protocol. As described in the previous section a number of options available in the full IETF IPsec protocol suite have been considered to be unnecessary for NDS/IP. Furthermore, some features that are optional in IETF IPsec have been mandated for NDS/IP and lastly a few required features in IETF IPsec have been deprecated for use within NDS/IP scope. Sections 5.3 and 5.4 give an overview over the profiling of IPsec and IKEv2 in NDS/IP.

The compound effect of the design choices in how IPsec is utilized within the NDS/IP scope is that the NDS/IP key management and distribution architecture is quite simple and straightforward.

The basic idea to the NDS/IP architecture is to provide hop-by-hop security. This is in accordance with the chained-tunnels or hub-and-spoke models of operation. The use of hop-by-hop security also makes it easy to operate separate security policies internally and towards other external security domains.

In NDS/IP only the Security Gateways (SEGs) shall engage in direct communication with entities in other security domains for NDS/IP traffic. The SEGs will then establish and maintain IPsec secured ESP Security Association in tunnel mode between security domains. SEGs will normally maintain at least one IPsec tunnel available at all times to a particular peer SEG. The SEG will maintain logically separate SAD and SPD databases for each interface.

The NEs may be able to establish and maintain ESP Security Associations as needed towards a SEG or other NEs within the same security domain. All NDS/IP traffic from a NE in one security domain towards a NE in a different security domain will be routed via a SEG and will be afforded hop-by-hop security protection towards the final destination.

Operators may decide to establish only one ESP Security Association between two communicating security domains. This would make for coarse-grained security granularity. The benefits to this is that it gives a certain amount of protection against traffic flow analysis while the drawback is that one will not be able to differentiate the security protection given between the communicating entities. This does not preclude negotiation of finer grained security granularity at the discretion of the communicating entities.
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Figure 1: NDS architecture for IP-based protocols

Additional guidelines on how to apply IPsec in SCTP are specified in RFC3554 [26]. This RFC is optional for implementation unless otherwise explicitly indicated per reference point. 

NOTE:
TS 33.310 [30] defines an inter-operator Public Key Infrastructure (PKI) that can be used to support the establishment of IPsec connections.
***
END OF CHANGES
***
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