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Abstract of the contribution:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]This contribution proposes to modify the test case to the requirement 5.2.3.2.4 of TS 33.117.
Introduction 
This contribution proposes modify the test case so that the tester is required to
· check the product documentation against the protocol security profile;
· test mandatory and forbidden features of the security profile by establishing a connection with a peer.
For TLS and IPsec, we include a pointer to the 3GPP-defined security profiles. For other security protocols, we point to the need for the tester to use a widely recognised and publicly available security profile.
Intercepting and analysing traffic on the wire is considered useless for testing whether the protocol was used according to a security profile. (Just think of encrypted traffic: the only thing the tester can say then is that the traffic was not sent in the clear, so what?)
Word comments serve to motivate the changes and are to be removed before implementing the pCR. 
TS 33.117 v1.0.0 still shows text "MME" as deleted in this clause several times. We delete this again with Nokia as revision author to make sure this deletion is implemented this time. 
Proposed pCR to TS 33.117 v 1.0.0
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[bookmark: _Toc429469649][bookmark: _Toc429471584]5.2.3.2.4	Protecting data and information in transfer
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
-	Usage of cryptographically protected network protocols is required. 
-	The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.
Security Objective references: tba
Test case: 
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
NOTE: 	Assurance of this requirement is in scope of Basic Vulnerability Testing (BVT), cf. 5.4. The test lab must document explicitly which BVT test case is applicable.	Comment by Nokia: this NOTE seems no longer needed as it is now covered by the companion pCR to clause 5.1 on use of tools in testing. 
Purpose:
Verify the mechanisms implemented to protect data and information in transfer to and from the Network Product's MME OAM interface. 
NOTE: The test is limited to the OAM interface although the requirement does not have this limitation because the protection of standardised interfaces will be covered by regular interoperability testing and the proprietary use of HTTPS is covered in clause 5.2.5.1.
In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.	Comment by Nokia: This text does not add any valuable information and is covered anyhow by the following text. 
Procedure and execution steps:
Pre-Conditions:
The Network Product MME shall be configured for secure OAM communications according to vendor documentation.	Comment by Nokia: this text seems no longer needed as it is now covered by the companion pCR to clause 5.1 on pre-requisites for testing. 

Client A peer implementing the security protocol configured by the vendor (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.	Comment by Nokia: as nothing is specified it is not even certain that a client-server protocol is used (although this seems likely). 
For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310. For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 33.210. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile.
Execution Steps 
1.	Turn on a network analyser (e.g. tcpdump, wireshark) on the Network Product's MME OAM interface 
1.	The tester shall check that compliance with the selected security profile can be inferred from detailed provisions in the product documentation.
2. The tester shall establish a secure connection between the network product and the peer and verify that all protocol versions and combinations of cryptographic algorithms that are mandated by the security profile are supported by the network product.
3.	The tester shall try to establish a secure connection between the network product and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the security profile. 
2.	Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. 5.2.5.1).	Comment by Nokia: It has to be the other way around, i.e. the clause on HTTPS shall point to the present clause. We provide a companion pCR. 
3.	Start a protected communication between the Network Product MME and OAM network	Comment by Nokia: covered by preceding text.
4.	Analyse the client logs and the traffic in transit and verify that the generated traffic is properly protected, and that insecure options are not accepted by the Network Product (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. 5.2.5.1). The tester shall take these requirements one by one and check that they are satisfied. 
Expected Results:
The traffic is properly protected, and insecure options are not accepted by the Network Product MME
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
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