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1	3GPP Work Area
	X
	Radio Access

	X
	Core Network

	
	Services



2	Classification of WI and linked work items
2.0	Primary classification
This work item is a …
	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	X
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	690063
	Narrowband IOT (see RP-151621, RAN 1 lead) 
	

	To be allocated
	Architecture enhancements for NB-IoT (tbd, SA2 lead)
	



This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	X
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1	Stage 1
	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2	Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.
2.3.3	Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	To be allocated
	Architecture enhancements for NB-IoT (tbd, SA2 lead)
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.
2.3.4	Test spec
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5	Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4	Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification
Machine type communication (MTC) represents a significant growth opportunity for the 3GPP ecosystem. 
To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable.
3GPP RAN have agreed the Narrowband IoT work item. SA2 have agreed some conclusions in the FS_AE_CIoT study item (see LS in S2-153695 and TR 23.720 v1.1.0 ) and SA2 will soon agree a WID for related normative work. SA3 now need to do the security related work for NB-IoT.
The conclusion agreed for TR 23.720 is as below:
“For NB-IOT following conclusions apply: 
· Solution 2 in clause 6.2 is considered as the basis for the normative work for support of infrequent small data transmission (for IP data, non-IP data and SMS). Support of solution 2 is mandatory for both the UE and the network.
· Solution 18 in clause 6.18 is considered as the basis for the normative work for support of infrequent small data transmission (for IP data and SMS). Support of solution 18 is optional for both the UE and the network. Solution 18 can adopt other solutions (e.g. solution 10, solution 15) to provide support for non-IP data.”

4	Objective
For Solution 2: 
a) design necessary security enhancements (e.g. independent NASCOUNT streams for data and signalling in order to avoid Core Network signalling being forced to queue behind Small Data buffered in the eNB)
b) determine whether any new key derivations are needed, and if so, specify them.
For Solution 18
c) determine whether any new key derivations are needed, and if so, specify them.
d) determine whether user plane integrity protection is mandatory or optional. Determine whether the user plane integrity mechanism specified for Release 10 E-UTRAN relay nodes (TS 33.401 sections 6.2, 7.2.4.2.1, 7.3.2 et al, TS 36.323) can be reused.
5	Service Aspects
None.

6	MMI-Aspects
None.

7	Charging Aspects
None.

8	Security Aspects
This Building Block.

9	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X



10	Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	33.401
	
	Security framework enhancements for NB-IoT
	SA#71 (Mar 2016)
	

	33.401
	
	Annex A: Key derivations for NB-IoT
	SA#71 (Mar 2016)
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



11	Work item rapporteur(s)
???? 



12	Work item leadership
SA3

13	Supporting Individual Members
	Supporting IM name

	Vodafone

	[bookmark: _GoBack]China Unicom

	

	

	

	

	

	

	

	

	

	

	

	







form change history:
2013-12-06 v1.14.1 modified §11 to read: <FamilyName>, <GivenName>, (If the person is new to 3GPP work, give full contact coordinates, in particular, email address.)
2013-10-03 v1.14.0 removal of embedded help text
v1.13.2: adds tdoc header
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41
v1.13.0: mods to enforce linkage amongst stages 1, 2, 3
draft mods Scarrone-Meredith 2008-07 ff
v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)
v1.11.0: includes those changes from v1.8.0 agreed at SP-25.
	v1.10.0: full circle
v1.9.0: a clean sheet
v1.8.0: includes comments from SA#24 
v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data
v1.6.0: includes comments made during review period prior to TSGs#24
v1.5.0: includes comments made at TSGs#23 (Phoenix)
v1.4.0: offered to SA#23 for approval
v1.3.0: offered to CN#23, RAN#23 and T#23 for comments
DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list
DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members
DRAFT2 v1.3.0: 2004-01-29: Complete redraft:
v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"
2003-05-28: spelling of “rapporteur” corrected
2002-07-04: "USIM" box changed to "UICC apps"




