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Abstract of the contribution: This contribution proposes to map the test case in TR.33.806 Annex D into requirement 5.2.3.3.2 of TS 33.117.
Introduction 
This contribution proposes to map the test case from TR.33.806 Annex D.3.3.3.2 to requirement TS.33.117 sub-clause 5.2.3.3.2	“Boot from intended memory devices only” and it attempts to take into account the level of detail for test cases that is recommended in the LS from GSMA dated 2nd October. 
Section 2 has a copy of the text in TR.33.806 Annex D which is considered for mapping to TS.33.117. This section has been annotated with word comment to clarify the rationale for including or excluding any text from TR.33.806 Annex D.
Section 3 has the proposed text for TS.33.117 sub-clause 5.2.3.3.2.
2. Text in TR.33.806 Annex D.
[bookmark: _Toc423354357][bookmark: _Toc423540971]D.3.3.3.2	Boot from Intended memory
Test Name:  TC_BOOT_INT_MEM_1
Requirements: 	Comment by johnhick: Reference not required as its included in 5.2.3.3.2.
 Requirements Reference- Boot from intended memory devices only 
Purpose:	Comment by johnhick: Most of the text is included in the TS with some changes to make it generic to all NP’s, and to abstract it to make it less specific or detailed.
Verify that the system can boot exclusively from the intented memory (e.g. not from external  memory like USB key).
Procedure and execution steps:
Pre-Conditions:
1. The manufacture shall supply information regarding the BIOS access mechanism supported by the MME
2. The manufacture shall supply information about the memory devicies from which the MME can boot.
Execution Steps
1. The tester shall access the MME BIOS.
2. The tester shall verify that the MME BOOT is configured only with the memory devicies declared by the vendor.
3. The tester shall verify that there is no possibility to change the BOOT order of the MME without proper authentication.

Expected Results:
The MME cannot boot from a memory not configured in its BIOS, and BIOS access is only possible with authentication.
Expected format of evidence: NA


3. Proposed pCR
***	BEGIN OF FIRST CHANGE ***
[bookmark: _Toc428871933][bookmark: _Toc428949831]5.2.3.3.2	Boot from intended memory devices only
Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 
The network product can boot only from the memory devices intended for this purpose.
Threat References: other threat: threat on booting from external device
Editor’s note: Requirements around firmware authentication are FFS.
Test case: tba
Test Name:  TC_BOOT_INT_MEM_1
Purpose:
Verify that the network product can only boot from memory devices intended for this purpose (e.g. not from external  memory like USB key).
Procedure and execution steps:
Pre-Conditions:
A document which contains information regarding the firmware access mechanism supported by the product and
about the memory devices from which the network product can boot.
Execution Steps
1. The tester verifies that the network product is configured to boot from memory devices declared in the network product document only.
2. The tester verifies that there is not possible to access and modify the firmware of the network product without sucessful authentication.

Expected Results:
The network product cannot boot from a memory device that is not configured in its firmware, and access to the firmware is only possible with the correct authentication.
Expected format of evidence: NA
***	END OF FIRST CHANGE	***
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