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Abstract of the contribution: this contribution detaisl the description of Relay ID in clause 8.1.1.1.
1 Analysis
In clause 8.1.1.1, the integrity protection of Discovery message is based on the use of dsicovery key shared between UE and its ProSe Function. The ProSe Function authenticates the remoteUE by verifying the MIC with discovery key. The remote UE authenticates Relay by verifying the token which is generated in ProSe Function. As described in clause 8.1.1.2, the NAF ID shall be one of the input parameters to derive the token, so the NAF ID shall be sent to ProSe Function and remote UE. Thus the figure 8.1.1.1-1 and desription in step2-5 are updated. 
Another issue is about the authorisation, the ProSe Function shall not only check whether Remote UE is authorized to use the relay but also check whether Relay UE is authorized to act as a relay. 
2 Proposals
It is proposed to include this pCR into the TR33.833.

****************************************Start of  change*******************************************

8.1.1.1
Solution description

This is an optimization of 6.2.5, “Solution #2.5: Security for discovery response” in current TR, to adopt it for UE-Network Relay Model B discovery.
Assumption: The Remote UE has previously registered to ProSe Function and shares a ProSe key with Prose Function.
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Figure 8.1.1.1.1-1: UE-to-Network relay discovery (Model B)
0. The Remote UE and the UE-to-Network Relay get authorization to perform ProSe Direct Discovery by exchanging Discovery Request/Discovery Response messages with their respective HPMLN ProSe Functions, and obtaining a Discovery key associated with the ProSe App Code that is assigned to them for initiating discovery procedures. This is done while both the Remote UE and the UE-to-Network Relay are in-coverage.1. The Remote UE begins discovery process by broadcasting the Direct Discovery Request message. This message includes the ProSe App code, UTC based counter and the 32-bit MIC calculated to provide integrity protection of the code.

2. Upon receiving the message for relay discovery from Remote UE, the UE-to-Network Relay sends a Match Report messge to the Prose Function for verification, forwarding the UE-to-Network Relay Identity and the message from Remote UE.

3. The ProSe Function verifies whether the UE-NW Relay UE is authorized to act as a relay based on the UE-to-Network Relay Identity. If the verification is successful, thehe ProSe Function further verifies 1) if the relay discovery message is from the Remote UE, 2) whether Remote UE is authorized to use the relay. This is done by checking whether the MIC is valid. The relevant Discovery Key is found using the ProSe App Code. If the verification is successful, the ProSe Function generates a token as described in clause 8.1.1.2, which binds the two UEs engaged in the discovery process and proves the authenticity of the UE-to-Network Relay to the Remote UE.

4. The ProSe Function sends a Match Report Ack to UE-Network Relay, including in it an indication of the verification result and the token. 

5. The UE-to-Network Relay sends the Direct Discovery Response message to the Remote UE. It includes the UE-to-Network Relay Identity and the token it received in the Match Report Ack message.

6. Remote UE receives the message and verifies whether the UE-to-Network Relay is authorized to serve as relay. This is done by verifying the received token from the UE-to-Network Relay using its Discovery key. If the verification of the token is successful, then the Remote UE knows UE-to-Network Relay is authorized to provide relay services.
****************************************End of  change********************************************
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