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Abstract of the contribution: Proposes text for TS 33.179 which incorporates solutions for SIP authentication and signalling protection.
This pCR proposes solutions for SIP core authentication and signalling protection to satisfy the different deployment scenarios of SIP core administered by the PLMN operator and SIP core administered by the MCPTT operator as described in TS 23.179 clause 9.
It proposes the use of solutions X and Y detailed in contribution S3-152239.

The structure of this pCR assumes a structure of the TS where solutions are collected in a clause 'x' and are numbered sub-clauses within that clause.  It proposes that the two solutions are gathered into the same overall sub-clause.

********************************* Begin first change *******************************************

X.1
Authentication of SIP core and protection of signalling 
x.1.1
General

This sub-clause describes mechanisms to provide authentication of the signalling user agent in the MCPTT UE to the SIP core and protection of signalling for the two scenarios where the SIP core is administered by the PLMN operator, and where the SIP core is administered by the MCPTT operator.  The timing of the user authentication process with respect to these procedures are also shown.
In the first of these scenarios, the identities and signalling in the signalling plane do not require to be hidden from the EPS as both SIP core and EPS are administered by the same organisation.  However in the second of these, the MCPTT operator may require identities and signalling used in the signalling plane to be hidden from the PLMN operator, and that the root of trust used for authentication of the signalling user agent to the SIP core is not available to the PLMN operator.
x.1.2
Signalling protection and authentication procedure for SIP core and MCPTT services where SIP core is administered by PLMN operator
x.1.2.1 General

This solution applies to the deployment scenario where the PLMN operator administers the SIP core, as described in TS 23.179 [ref], sub-clauses 9.2.2.1.2 and 9.2.2.1.3.
The security mechanisms detailed in the TS 33.203 [9] for the Gm interface are used for MCPTT UE authentication over SIP-1 interface. The MCPTT user authentication is performed over MCPTT-1 interface. 

This solution considers the SIP core to be a 3GPP IMS Core Network subsystem. 
x.1.2.2 Signaling Protection

The IMS security mechanisms as specified in TS 33.203 [9] for Gm interface are used to provide confidentiality and integrity of signaling between the UE and the P-CSCF. 

For inter-domain interface protection (e.g., ISC interface between the MCPTT server and the IMS core network) the security mechanism as specified in TS 33.210 (NDS/IP) [8] is used.

x.1.2.3 Authentication Procedure
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Figure x.1.2.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].

Step 1: The MCPTT client in the MCPTT UE allows the user to perform user authentication with the Identity management server. The UE obtains at least one token securely from the Identity Management server. This token is used for MCPTT Authentication in step C. This step may be performed after step 2.
Step 2a: IMS authentication between the MCPTT UE and the IMS is performed as specified in 3GPP TS 33.203 [9].
Step 2b: The SIP core performs a third party registration of the MCPTT client with the MCPTT server.
Step 3: Authentication of the MCPTT user over MCPTT-1 interface (carried over SIP-1 and SIP-2 via the SIP core) is performed after IMS authentication by securely providing the token.
The security credentials relating to the SIP core registration and authentication may be stored in the HSS of the PLMN operator. 

x.1.3 
Signalling protection and authentication procedure for SIP core and MCPTT services where SIP core is administered by MCPTT operator
x.1.3.1 General

This solution applies to the deployment scenario where the MCPTT operator administers the SIP core and requires signalling plane identities to remain confidential from the PLMN operator, as described in TS 23.179 [ref], sub-clauses 9.2.2.1.4 and 9.2.2.1.5.
The security mechanisms for MCPTT UE authentication over SIP-1 interface in this deployment scenario are described in the following sub-clauses. The MCPTT user authentication is performed over MCPTT-1 interface. 

This solution considers the interface between SIP core and MCPTT UE to be compliant to the IMS Gm interface as specified in 3GPP TS 23.228 [23], but does not require the SIP core to be internally compliant with the architecture of 3GPP TS 23.228 [23]. 
x.1.3.2 Signaling Protection

SIP signalling between the MCPTT UE and the SIP proxy of the SIP core (P-CSCF) uses TLS as specified in RFC 3261 to provide confidentiality and integrity of signalling.  The session is initiated by the MCPTT UE.
Protection within the administrative domain of the MCPTT operator may use the security mechanism specified in TS 33.210 (NDS/IP) if the SIP-2 interface as specified in TS 23.179 [ref] is exposed.

x.1.3.3 Authentication Procedure
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Figure x.1.3.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].  Prior to the following steps, the MCPTT UE may have obtained any necessary keys from a Key Management System.
Step 1: The MCPTT client in the MCPTT UE allows the user to perform user authentication with the Identity management server. The UE obtains tokens securely from the Identity Managemenet server. A token is used for SIP core authentication in step 3, and other tokens are used for MCPTT Authentication in step 4. Step 1 may be performed after step 3.
Step 2: The MCPTT UE initiates a TLS connection to the SIP core.  The MCPTT UE may make use of a certificate for the SIP core to prove authenticity of the SIP core, and may act as an anonymous client in establishing the TLS connection.
Step 3a: The MCPTT UE authenticates the user to the SIP core by providing the token obtained in step 1 for use with the SIP core. If step 1 has not been performed prior to step 3, a stored token may be provided by the MCPTT UE to the SIP core to enable temporary or limited access to services.
Step 3b: The SIP core performs a third party registration of the MCPTT client with the MCPTT server.

Step 4: Authentication of the MCPTT user over the MCPTT-1 interface is performed after SIP core authentication by passing the token obtained intended for MCPTT authentication in step 1 to the MCPTT server. 
Step 5: If Step 1 is performed after step 3, optionally the MCPTT UE may perform a re-registration  and provide an updated token to the SIP core, which was obtained by performing step 1. 
NOTE: 
The token may include a validity lifetime.  Once the lifetime has expired, the SIP core may refuse the registration of the MCPTT UE in step 3, until the authentication process described in step 1 has been completed, and a fresh token obtained.
*********************************  End first change ****************************************
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