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Abstract of the contribution: This contribution proposes to the guidance for analysing and documenting privacy considerations.
1 Introduction 
This contribution proposes to the guidance for analysing and documenting privacy considerations.
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.5
Guidance for privacy considerations
Editor’s Note: This section should give guidance for analysing and documenting privacy considerations based on the sections above.
F 5.1
General privacy guidelines
With the evolving of telecommunication network and it’s innovate application paradigm developing, more and more systems/protocols involve privacy. In telecommunication domain, the privacy refers to personal data and user/UE identity privacy. Since privacy is a dynamic and diverse concept which contains various information types, not every system/protocol involves same types of privacy information, the threats and requirements of privacy protection are difference. The general privacy guidelines for new system, security architectures and protocols design in 3GPP should include following.
(1) G1: Identify privacy information

· When designing a new system, security architectures and protocols, the scope of privacy and the potential privacy should be analysed and clarified.

· The category of privacy information can refer to F.4.2 section.
(2) G2: Analyse privacy threats
· Analyse the privacy information operations and relevant roles during its whole lifetime.

· Analyse and list the potential threats for every operation with considering the roles.
(3) G3: Analyse privacy protection requirements

· According to threats analysis, list the privacy protection requirements.
(4) G4: Choose privacy mitigation technology
· Identify the principles of privacy protection and also refer to the local regulations, e.g.
· Minimize privacy information collection

· Explicit user consent

· Anonymity for the identity

· Accountability for privacy information processing
· Choose privacy mitigation technology to satisfy privacy protection requirements.
F 5.2
Guidelines for operators
Operator’s privacy guidelines:

· It should be allowed that operators make its own privacy policies according to national and regional requirements
· Operator should inform the user and collect the personal data fairly and legally. 
F 5.3
Guidelines for vendors
Vendor’s privacy guidelines:

· Vendors should provide the privacy policy declaration to operators following operator and/or regional rules.      
· If operators hand over data to third parties (e.g. subcontractor), then data protection and user consent rules have to be observed.

· Vendors should provide security mechanism when personal data is stored in vendor’s system. 

· Vendors should provide mechanism to the operator which can delete the expired personal data in time and the time of keeping personal data can be configured. 
NOTE: Third party service provider guidelines are out of scope.

NOTE: Any 3GPP interface to external service providers are in scope. Protection mechanisms on these interfaces need to be defined.

