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Abstract of the contribution: This contribution proposes to condense requirements currently described under the key issues.
1 Introduction 
This contribution proposes to condense the requirements from the currently key issues.
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.x
Privacy protection requirements
F.x.1 Confidentiality
The personal data need to confidentiality protected from unauthorized disclosure. Personal data confidentiality protection ensures that the data content cannot be understood by unauthorized entities.
F.x.2 Integrity
The personal data need to integrity protected to ensure the correctness or accuracy of data. Person data integrity protection can against unauthorized modification, deletion, creation, and replication etc..
F x.3 Untraceability
This is required to keep the identity information untraceable. Untraceability ensures user and UE identities not being exposed, thus avoid the user’s personal data is disclosed (e.g. call details, location information) and, potentially worse, financial losses. 
F x.4 Undetectability
This is required to keep the identity information undetectable. Undetectability ensures the attacker cannot be distinguished the individual users from the eavesdropped telecommunication traffic. 
F x.5 Data minimization
This is required to minimizing the possibility of collecting data when designing a communication system or any protocol within such a system. Data should only be collected on a direct need basis.
F x.6 Personal data process
Handling of personal data shall to follow widely accepted concepts in order to comply with national and regional requirements covering these aspects of personal data handlings:

· notice of personal data collection

· user consent 

· collection minimization

· transfer of personal data only to authorized entities

· access by user to his/her personal data
· accuracy of personal data and protection or stored, used and processed personal data

· providing anonymity when possible

· handling of personal data security according to its sensitivity

· accountability for mishandling personal data
· stored securely to protect against unauthorized access and modification
· deleted when no longer be needed for providing communication service and related billing
· user’s privacy preference settings need to be integrity and confidentiality protected when being transferred
