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In this contribution we propose a end-to-enterprise solution. This solution is based on the work previously presented by Vodafone. We kindly ask SA3 to consider the proposal and approve.
1. Introduction

In CIoT one of the objectives is to study the existing mechanisms from TS 33.187 clause 7 for fitness for the “Device-to-enterprise” secure connection. In previous contributions the solutions present in TS 33.187 were found insufficiently battery and data efficient to be fit for the purpose of so-called end-to-middle security, where the termination point of the secure connection lies somewhere in the home network. In this contribution, we followed the logic from earlier solutions and present a solution fit for end-to-end security where secure connection is established between the CIoT UE and the enterprise’s premises.
2. Discussion
In TS 33.187 a single solution is proposed for security between an MTC device and a termination point, whether that resides outside or inside the network. The solution presented in the TS 33.187 is a solution that is based on GBA. In the annex of TR 33.863, it is shown that GBA requires much more data and time than UMTS AKA. As a result for end-to-middle solutions, UMTS / EPS AKA was picked as the favoured solution. Ideally, the same solution should be used for end-to-end security, which would require that UMTS / EPS AKA can be run against a Network Element inside the Enterprise’s premises or derived keys can be forwarded to an element inside the enterprise’s premises.
Another issue for a true end-to-end secure connection is that Lawful Interception regulations might require that confidentiality protection in either the visited or home network is either off or the keys are available. For that reason, confidentiality protection cannot be applied without taking the consequences of LI into account. Moreover, some clients, e.g. a large oil company, will end up with stationary CIoT UE devices in different geographical areas and would therefore be subject to different LI regulations. As a consequence, the confidentiality protection part of any solution should be compatible with varying LI regulations, even for the case when the CIoT UEs are stationary. It should be noted however, that integrity protection has no such restrictions. 

Yet another component that should be taken into account is that customers for these types of services are likely to be large corporations and unlike the traditional operator’s customer, they require some control over the security of their data. Therefore, the solution should provide sufficient flexibility for these types of customers to set their own policies with respect to refreshing keys and algorithms allowed within some limits.

Based on the requirements above, we can specify a solution that leverages on existing solutions in TR 33.863 and reuses as much as possible from the existing end-to-middle solutions. Concretely, we propose the following to meet the requirements:

· Separation of key derivation between VPLMN and enterprise, based on solution #3, which is presented in a contribution by Vodafone;
· Deploy the EMSE inside the enterprise’s premises, as described in solution #2;

· Derive a new /fresh set of e2e keys according to whenever deemed necessary in the EMSE;

· Expand the device profile so that the HPLMN and VPLMN can make sure that the LI requirements are met;
· Define an interface between the EMSE and the Enterprise Application server that indicates whether the integrity check has failed or not. This is out of scope of 3GPP.

3. Solution
**** Begin of Changes ****

5.Y
Issue Y: End-to-end security 
5.Y.1
Issue description

Requirements with respect to end-to-end security of large scale CIoT deployments could be driven from the requirements of large corporations using these deployments for their specific needs. In particular, multinationals, such as mining and oil companies that use the CIoT UEs for measurement devices will want to have:

· End-to-end security, in particular with respect to the integrity of the measurement data;

· Control over the key material, in particular with respect to how often keys should be refreshed.
5.Y.2
Threat description
The threat in these cases is out of the scope of 3GPP, meaning that a violation of the integrity will cause a problem somewhere outside of the 3GPP domain. However, the threat from a violation of the integrity of measurements could range from a wrong decision leading to a less than optimal processing in the plants to deadly mistakes based on misinformation.

5.Y.3
Security requirements

The end-user should have control over the frequency of derivation of the key material.

The key-material exchange between the end-users premises and the network should be minimized.

Higher level key material should not leave the 3GPP domain.

**** End of Changes ****

**** Begin of Changes ****

6.x Solution #5: “End-to-end security solution”

6.x.1 Introduction

The present solution builds on solutions 1-4 by reusing components and mechanisms already introduced in those solutions. Solutions 1-4 are initially meant to be used for end-to-middle, but parts can be used with only minor modifications for end-to-end security. In this section we describe how.

6.x.2 Solution Description

6.x.2.1 Specific e2e security association

This section of the solution is based on solution #3 where it is proposed to have two separate key runs, one for the UE-to-VLPMN and one for the CIoT purpose. In this solution, it is proposed to extend this feature to have an additional set of keys for UE-to-Enterprise security.

In solution #3 an e2mKEYSET is derived and used in an HSE / EMSE to terminate the secure connection. Solution #2 describes that an EMSE could be located inside the home network but also inside the CIoT application platform provider. This solution is intended for the latter, but also works for other solutions where the EMSE is located in the HPLMN, which we will call EESE (End-to-End Security Endpoint).

As described in solution 3, the UE and HSS can derive an e2mKEYSET in a separate AKA run and the HSE / HSS provides the e2mKEYSET to the respective EMSE. In the case of end-to-end security, this key were to leave the operator’s domain, thereby being less secure. It is proposed to derive a new key specifically for the end-to-end case, using:


e2eKEYSET = KDF(e2mKEYSET, string),

where the string can be set to “CIoT End-to-end”. The e2eKEYSET is forwarded to the EESE, the e2mKEYSET is retained in the home network.

6.x.2.2 
Efficient Key Refreshing

NOTE: This part of the solution, although written for a end-to-end security, it could also be applied to e2m security solutions on the respective e2mKEYSET.

Further keysets could be derived according to:


e2eKEYSET = KDF(e2eKEYSET, RAND),

Where a RAND is introduced to ensure that the derivation from the e2eKEYSET to the next cannot be predicted, thereby preventing that subsequent keys can be predicted once one e2eKEYSET becomes known.I

It is proposed to let the HSS be the source of the RAND and let the EMSE transport the RAND to the EESE and to the UE, upon a trigger from the EESE.

6.x.2.3 Triggering the key derivation

In order to ensure that both the UE and the EESE have the same keys and do the key derivation at the same time, it is necessary to trigger the key derivation. In this solution, the key derivation trigger is exchanged over the existing connection as a control message. What happens is as follows:

1. 
Upon key derivation of the e2e keyset a timer te2e is set in the EESE;

2.
Whenever the timer runs out, the EESE sets a flag invalidating the keys;

3.
Upon next contact from the UE, the EESE replies with an error message indicating the reason (key has expired). This step is skipped whenever the EESE triggers new contact.

4.
The EESE triggers the EMSE that a new RAND is needed, upon which the EMSE forwards the new RAND to the UE and to the EESE, which both derive a new key. The signalling between the UE and EMSE could be protected using the e2mKEYSET.

5.
The UE or EESE transmit the message.

6.x.2.4 Setting the policy

In solution #4, it is proposed to set the policy for authentication and algorithms. We propose to add another field that specifies (for UEs that need it) the te2e. It should be noted that this implies that this field is either specific to a UE or specific to an EMSE UE combination.
6.x.3 Solution Evaluation

This solution fulfils the requirement of an end-to-end security mechanism between the Enterprise and the UE, thereby fulfilling the requirement 5.x. And because it builds upon solutions 1 to 4, it also fulfils the other requirements. In addition it proposes an efficient key refreshing algorithm that could be reused in solutions 1-3.

**** End of Changes ****
