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Abstract of the contribution: In this contribution, a test case is added to the requirement 5.3.4.14 of SCAS specification TS 33.117.
Introduction 

This contribution proposes to add a test case related to the requirement 5.3.4.14 of TS 33.117. In studying the requirement it was established that the requirement means two things:

· The files that the web server serves should have limited access rights so that changes have to be done by users with elevated privileges. Users should not be able to add files to the directories.

· The web server should not serve content outside of the served (virtual) directory.

The first bullet can be achieved by setting ownership of the files properly and the second bullet is achieved by running the web server inside a jail and/or correct configuration of the web / virtual directory.

Proposal

*** BEGIN OF CHANGE ***

5.3.4.14
Restricted file access

Requirement Name: The web server shall only deliver files which are meant to be delivered.


Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g. via links or in virtual directories) in the web server's document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.

Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_RESTRICTED_FILE_ACCESS
Purpose:
To test whether the restrictive access rights are assigned to all files which are directly or indirectly in the web server’s document directory and to verify whether path traversal is made improbable.
Procedure and execution steps:

Pre-Condition:
1.
The web server is configured according to the manual
Execution Steps
Execute the following steps:

1.
The tester verifies that access rights on the servable content (meaning directories and files) is set to the following:


a.
The files are owned by the user that runs the web server;

b.
The files are not writable to others, except the web server’s account;
2.
The tester verifies that the user running the web server is an unprivileged account;
3.
For Operating Systems that have chrooted environments, the tester verifies that the web server runs inside a jail or chrooted environment.
Expected Results:

-
Name of user running the web server with the privileges of the account;

-
Access rights of files and directories that the web server serves;

-
Configuration that shows that the web server is in a chrooted environment.
Expected format of evidence:

A part of the configuration file / screenshot of the configuration showing that the web server, the file access rights and the account running the web server is properly configured.

*** END OF CHANGE ***

