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Abstract of the contribution:In this contribution a test case for TS 33.117 5.3.4.7 is proposed.
Introduction 

This contribution proposes to add a test case related to the requirement 5.3.4.7 of TS 33.117.

Proposal

*** BEGIN OF CHANGE ***

5.3.4.7
No execution of system commands with SSI

Requirement Name: No execution of system commands with SSI. 


Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.

Threat References: TBA

Security Objective References: TBA
Test Case: 
Test Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS
Purpose:
To test whether it is possible to use the exec directive and if so, whether it can be used for system commands.
Procedure and execution steps:

Pre-Condition:


1.
The web server is configured to have SSI active.
Execution Steps
Execute the following steps:

1.
The tester checks whether execution of system commands is disabled in the web server configuration.
Expected Results:
For example, a configuration file that shows that the IncludesNOEXEC (APACHE) or ssiExecDisable (IIS) is set.
Expected format of evidence:

A part of the configuration file / screenshot of the configuration showing that the web server is properly configured.

*** END OF CHANGE ***
