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 1. Overall Description:

SA3 thanks RAN for the LS RP-1151615 and RAN2 for the LS RP-151623. SA3 discussed how to provide a solution to establish the IPsec tunnel between eNB and UE, for the WID “LTE-WLAN RAN Level Integration supporting legacy WLAN “.
SA3 observes that it is possible to provide a solution to establish the IPsec tunnel between eNB and UE over legacy WLAN without impacting the current WLAN architecture or security specifications. As RAN2 noted in agreement#5,it is better to have one aggregated tunnel between the eNB and UE, which can carry multiple DRBs offloaded for the LTE-WLAN integration. eNB can trigger the UE with an RRC message for the LTE-WLAN integration using IPSec tunnel with explicit indication. This message can contain a ‘WiFi offload counter’. Using this value both eNB and the UE can calculate the PSK for the IPSec tunnel setup from the current KeNB.
RAN2 specifically asked SA3 ‘to provide inputs on the aspects of IPsec establishment and distinguishing DRBs over the IPsec tunnel’. Distinguishing multiplexed DRBs between UE and the eNB could be done by allocating different IPSec Child SAs to individual DRBs. This requires additional signaling in setting up Child SAs and maintaining them when the communication is idle. There is no security reason to individually protect DRBs by different IPSec Child SAs. Distinguishing between DRBs may also be accomplished outside the IPSec tunnel (eg. by using some form of Layer 3/4 header). 
 Draft of the CR to 33.401 to support the necessary changes for the WI is attached.
2. Actions:

To RAN2 group:

ACTION: 
SA3 kindly asks RAN2 to note the above answers and further communicate to us if there are any further concerns.
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