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*****************************************Start of change*****************************************
Annex X (Normative)
LTE - WLAN aggregation via Xw interface
X.1
Introduction

This clause describes the security functions necessary to support a UE that is simultaneously connected to an eNB and a WT for LTE-WLAN Aggregation as described in TS 36.300 [30]. 
The LWA architecture is shown in Figure X.1-1. 
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Figure X.1-1 LWA architecture

For LTE-WLAN aggregation the end-points of user plane encryption remain at the respective PDCP layers of the MeNB and the UE.   For this reason user plane traffic does not require additional encryption between UE and WT, however, 802.11 management (control) frames do benefit from encryption on the WLAN air interface.  
A UE needs to be authenticated and authorised to access the WLAN in order to open the WLAN controlled port and to enable user plane packets to flow through the WLAN network.

X.2  LTE-WLAN aggregation security
X.2.1  Authentication and authorisation to utilise the WLAN

The UE obtains authorisation to utilise WLAN resources by successfully completing an 802.1X authentication procedure over the WLAN using a variant of EAP-AKA’ in which the MeNB takes on the role of EAP server.  
X.2.2      Authentication handling by MeNB
Characteristics of the solution are that:

·    EAP messaging between UE and WLAN (authenticator) is the same as for EAP-AKA’    

·    EAP messaging between MeNB <-> WLAN is the same as that between WLAN and 3GPP AAA server for the case of EAP-AKA’.

·    The key difference in this solution with conventional EAP-AKA’ is that the MeNB takes on the role of EAP authentication server and is capable of autonomously completing the EAP authentication procedure with the UE (without accessing a 3GPP AAA server/HSS).  This is achieved as follows:

· When the MeNB receives the EAP-Response/Identity it autonomously generates its own authentication vector and sends relevant parts of the authentication vector in the EAP-Request/AKA-Challenge.
· The MeNB is capable of autonomously checking the RES and MAC that it receives in the EAP-Request/AKA-Challenge from the UE.

· The MeNB is capable of autonomously generating an EAP-Success message (which also contains the session key that is passed to the WLAN).    

·    The MeNB generates the authentication vector, using as input to the authentication vector generation process a new key, Kwlan, where Kwlan is derived from KeNB.
·    In order that the WLAN can forward the authentication signalling to the correct MeNB, the UE is required to include a new NAI which in addition to existing information includes an indication of the eNB to which the UE is currently cellular attached. 
·    Successful authentication and authorisation results in:

· The opening of the controlled port in the WLAN which enables traffic for that UE, other than just EAP traffic, to flow over the WLAN.
· Installation of session keys in the AP (authenticator) and the UE which enables the 802.11 4 way handshake to commence.     
X.2.2.1  Derivation of key Kwlan

The UE and MeNB generate the key Kwlan from KeNB as shown in Figure Y and using the key derivation function described in [33.220] 
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Figure Y:  MeNB/UE derivation of Kwlan
Editors note:  Need to add definition for String A
X.2.2.2 Generation of authentication vector by the MeNB

For the purposes of enabling the MeNB to autonomously complete an authentication procedure, the MeNB generates an authentication vector as shown in Figure 4.
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Figure 4) Generation of authentication vector in the MeNB

The key MSK is passed to the Authenticator (AP) in the EAP-Success message and is used as an input to the 4 way handshake.

Key Derivation Functions are as defined in [33.220].  

Editors note:  Definitions for String 1, String 2 and String 3 need to be added
X.2.2
Protection of the Xw reference point
The control plane signalling between MeNB and WT over the Xw reference point shall be confidentiality and integrity protected using security protection as described in clause 5.3.4a and clause 11of the present specification. Any user plane data between MeNB and WT over Xw reference point shall be allowed only for authenticated UEs. 
X.2.5
Security key update
Key renewal is supported using the fast re-authentication procedure as detailed in Section 6.3 of this specification.
X.2.6
Handover procedures
During S1 and X2 inter eNB handover, the connection between the UE and the WT is released and keying information in the WLAN and the UE is deleted.

Existing 802.11 methods are employed for managing security aspects associated with inter-AP handover. 
*************************************** End of change ************************

************************************* start of change **************************

3.3
Abbreviations
…. Note to Editor (add to existing text)

…
LWA


LTE WiFi Aggregation
WT


WLAN Termination as used in TS 36.300 [30]
********************************************* End of change ************************
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