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Abstract of the contribution: Some solution variants currently state certain preconditions, but these seem unnecessary and so are removed.
1. Introduction

This pseudo-CR applies to TR 33.863 [1], the study on battery efficient security for very low throughput Machine Type Communication devices.

Several solution variants state as a precondition that the visited network has told the home network what algorithms it is going to use.  This seems unnecessary – it does not impact the solutions – and so we propose to remove it.  We also propose to remove a paragraph elsewhere that refers to that precondition, and becomes obsolete when the precondition is deleted.
An informative paragraph is added in the “security policy” section 

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
6.1.2.1
“UE to HPLMN” security solution with HSE context establishment procedure

Key Establishment Procedure:



Steps:

~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
6.1.2.2
“UE to HPLMN” security solution with HLR push procedure – Alternative

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE

 
[image: image1.emf]SGSN/MME

GGSN/P-GW

UE/Thing

HSS/HLR/AuC 1a. UMTS AKA or EPS AKA 

Authentication vector

7.  

E2E CK/IK push

2.

-UMTS AKA or EPS AKA as usual

4. 

-Derive: CK‘/IK‘ (used for Air IF sec) 

from CK (cond. and IK) if AMF 

indication set (UMTS AKA case)

-Derive E2E CK/IK from IK  (cond. and 

CK) if AMF indication set

0. Generate: 

-CK‘/IK‘ from CK (cond. and IK)(used for Air IF sec) (UMTS 

AKA case)

-UMTS AKA case: replace CK/IK with CK‘/IK‘

-E2E CK/IK from IK  (cond. and CK)

5. Authentication 

message response

6. UMTS AKA or EPS AKA 

Authentication result:

-IMSI

-SQN value or RAND

-GGSN/P-GW address

3. Authenticate message 

request


Figure 6.1.2.2-1: Procedure Diagram

Procedure:



Steps:

~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~
6.1.2.3
“UE to HPLMN” security solution with HSE pull procedure

Key Establishment Procedure:



Steps:

~ ~ ~ End of third text proposal ~ ~ ~
~ ~ ~ Start of fourth text proposal ~ ~ ~
6.2.2.1
End-to-middle security solution based on AKA

Transparency for core network nodes: 
SGSNs, GGSNs, MMEs, S-GWs, P-GWs may work with the present solution without any CIoT-specific enhancements. This is not to say that such enhancements would not be useful for certain use cases,  but it means that there is no mandatory pre-condition on the UMTS or EPS core network elements. This transparency of the solution for the core network is important for deployments as many operators may be reluctant to upgrade their core networks for the purpose of supporting CIoT. (To be sure, the HSS and HLR would need CIoT-specific enhancements.)


~ ~ ~ End of fourth text proposal ~ ~ ~
~ ~ ~ Start of fifth text proposal ~ ~ ~
6.4.2.2
Algorithm policy
It is proposed to include a new field in the GPRS, 3G or 4G subscriber profiles that specifies which cryptographic algorithms are allowed to be used for radio interface security for this subscriber (including both AS and NAS in the 4G case). 

Including this information in the subscriber profile has the same benefits as for the previous point. This may be particularly beneficial for IoT devices that have very long lifetimes, where there is a higher risk of weaknesses appearing in an algorithm during that lifetime.
Conversely, if the visited network is able to indicate to the home network what security features / algorithms the visited network will use, the home network may use this in determining its own e2m security policy.
~ ~ ~ End of fifth text proposal ~ ~ ~
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