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**** FIRST CHANGE ****

6.1.3.4.3.5
Scrambling description

The sending UE does the following:

1. Compute time-hash-bitsequence from DUSK and UTC-based counter passed through a keyed hash function.


2. XOR the time-hash-bitsequence with the entire Discovery Message (including MIC) being processed.

The receiving UE does the exact same steps except applied to the received message being processed.

**** NEXT   CHANGE ****
6.1.3.4.3.6
Message-specific confidentiality description

The sending UE does the following:

1. Compute Key_calc_mask = (Encrypted_bits_mask XOR 0xFF..FF) || 0xFFFFFFFF

2. Calculate Keystream = KDF (DUCK, UTC-based counter, (Key_calc_mask AND (Message || MIC))).


3.
XOR (Keystream AND Encrypted_bits_mask) into the Message.

The receiving UE does the exact same steps except applied to the received Discovery Message being processed.

**** NEXT   CHANGE ****
 A.X
Calculation of scrambling bits for discovery
When calculating the time-hash-bitsequence for discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4C
-
P0 = UTC-based counter for scrambling associated with the discovery slot – see subclause 6.1.3.4.3.5.

-
L2 = length of above (i.e. 0x00 0x04).
The input key shall be the 256-bit DUSK.
The time-hash-bitsequence keystream is set to the 216 least significant bits of the output of the KDF.
A.Y
Calculation of message-specific confidentiality keystream for discovery

When calculating the message-specific confidentiality keystream for discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4D
-
P0 = UTC-based counter associated with the discovery slot – see subclause 6.1.3.4.3.6.

-
L2 = length of above (i.e. 0x00 0x04).
-
P1 = (Key_calc_mask AND (Message || MIC)) – see subclause 6.1.3.4.3.6
-
L2 = length of above (i.e. 0x00 0x1B).
The input key shall be the 256-bit DUCK.

The message-specific confidentiality keystream is set to the 184 least significant bits of the output of the KDF.
**** END OF CHANGES ****

