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Abstract of the contribution: This pCR addresses the editor’s note in section 6.19.3 of 33.879.
1. Introduction
This pCR addresses the editor’s note in section 6.19.3 of TR 33.879 “Editor’s note: What identities will be protected needs to be clarified.”
Stage 1 requirement [R-5.13-001] states; 
“The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer”, 

and the MCPTT Architecture specification (TS 23.179) further states:

(section 8.1.2):  “When required by the MCPTT service provider, the MCPTT ID is hidden from the signalling control plane”;

(section 8.1.3.1):  “When required by the MCPTT service provider, the MCPTT group ID is hidden from the signalling control plane”;

 (section 9.2.2.1.3):  “The MCPTT service provider may require that all application services layer identities and other sensitive information are hidden both from the SIP core and the EPS”; and

(section 9.2.2.1.4):   “The MCPTT service provider may require that all identities and other sensitive information at the application services layer are hidden from the EPS.  The MCPTT service provider may need to hide the identities and signalling at the application services layer from the SIP core.  However the MCPTT service provider may require that identities and other sensitive information between SIP core and SIP client in the MCPTT UE are also hidden from the EPS.

All authentication and authorisation mechanisms, including security roots, at both application services layer and at SIP signalling plane may need to be hidden from, and not available to, the PLMN operator.” 

In addition, the Liaison Statement response from SA6 (S6-151313) to SA3 Liaison Statement S3-152056, SA6 contains the following response in item 1 “Response to Question 2”;

“When required by the MCPTT service provider, application plane identities (e.g. MCPTT group ID, MCPTT user identity) and similarly sensitive associated user and group attributes (e.g. MCPTT user name, MCPTT user organization) are hidden from the SIP signalling control plane.”

As specified in SA6 [23.179] and in Stage 1 requirement [R-5.13-001], application identities and other application information shall be protected within the application layer in deployment models where the MCPTT service provider requires such anonymity.  Therefore this pCR proposes the following changes in section 6.19.3 of TR 33.879 to address the editor’s note referenced above.
2. pCR to TR 33.879

************* Start of change 1 *********************************************

6.19
Key Issue #18: Privacy of MCPTT identities 

6.19.1
Issue details

To allow the MCPTT service to meet the Stage 1 requirements and align with the Stage 2, it is expected that each plane operates in an independent manner, especially when MCPTT application and the IMS core are administered by different parties (Operator (carrier) and PS Agency). As a consequence of this, each plane should manage on its own behalf:

a)
Use of identities. Each plane is therefore responsible for the privacy of that plane's own identities; and

b)
Security for that plane. This does not preclude a plane requesting security services from another plane, but that is a decision made within the plane, as to whether to use offered security services or mechanisms within the plane itself.

6.19.2
Security threats

The identity usually identifies a UE or User or a client, if that plane's own identities are leaked and exposed to other planes, there will be some security problems like privacy information exposure, tracing and so on. 

6.19.3
Security requirements

The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.

When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [10] clause 8.1), shall be aggregated within the application plane and confidentiality and integrity protected from the SIP signaling plane.
When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [10] clause 8.1), shall remain aggregated within the application plane but do not require confidentiality protection.

************* End of change 1 *********************************************

3. Conclusion

In support of Stage 1 requirement [R-5.13-001], the SA6 LS response S6-151313, and the SA6 architecture deployment options, we kindly ask SA3 to consider acceptance of this pCR.
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