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Abstract of the contribution: This pCR addresses the editor’s note in section 7.2.2 of 33.879.
1. Introduction
This pCR addresses the editor’s note in section 7.2.2 of TR 33.879 “Editor’s Note:  It is FFS which MCPTT interface will be used to obtain the user’s profile and permissions from the MCPTT server.”
To establish a signalling session in MCPTT, SIP is used as specified in 23.179, “The MCPTT-1 reference point exists between the MCPTT client and the MCPTT server for MCPTT application signalling for establishing a session in support of MCPTT. The MCPTT-1 reference point shall use the SIP-1 and SIP-2 reference points for transport and routing of SIP signalling.”
To establish a path for transferring user profile and configuration information, HTTP-1 interface is used as specified in 23.179, “The HTTP-1 reference point exists between the MCPTT UE HTTP client and the HTTP proxy for MCPTT data management of the MCPTT service. The HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002 [3] (with necessary enhancements to support MCPTT requirements). The HTTP-1 reference point:

-
is based on HTTP (which may be secured using e.g. SSL, TLS); 

-
provides non-group management MCPTT service related information e.g. supports the transport of policy information between UE and network; and

-
provides group management functionality i.e. supports the transport of user profile/configuration information between UE and network.”
In order to bind the SIP session to the MCPTT user, the MCPTT client needs to provide the server access token to the MCPTT server via the SIP-1/SIP-2 interfaces. The MCPTT application server, receiving the user’s identity through the SIP session, immediately obtains the mapping of the user to the SIP session. 
Also in order to bind the http “session” to the MCPTT user, the MCPTT client needs to provide the access token to the MCPTT server via the HTTP-1 interface. The MCPTT application server, receiving the user’s identity through the HTTP-1 interface, immediately obtains the mapping of the user to the address of the HTTP-1 interface.
Once the MCPTT user is authorized for MCPTT services, the MCPTT user’s profile and configuration information is then delivered to the MCPTT client over the HTTP-1 interface.

2. pCR to TR 33.879

************* Start of first change *********************************************

7.2.2 Detailed flow for MCPTT User Authentication and Registration using OpenID Connect

Figure 7.2.2-1 shows the detailed flow for MCPTT User Authentication and Registration.
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Figure 7.2.2-1 OpenID Connect MCPTT User Authentication and Registration

Step 0: 
The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in TS 33.401 [21]. Local P-CSCF in the Home IMS network is discovered at this point.

Step 1: 
The UE IMS Client authenticates with the Home IMS network. For IMS authentication, TS 33.203 [9] applies. 

Step 2: 
The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration. The 3rd party REGISTER message includes the registered IMPU and S-CSCF’s SIP-URI or IP Address.  

Step 3a: 
The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in the MCPTT network. The client includes the code_challenge value in this request.

Step 3b: 
The user provides the MCPTT User Identity and associated credentials to the IdM server.  The user is successfully authenticated (and optionally authorized) by the IdM Server.  

Step 3c: 
The IdM Server may optionally request user consent for granting the MCPTT client access to MCPTT services in the MCPTT Server.

Step 3d: 
The IdM Server generates an authorization code that is associated with the code_challenge provided by the client. It sends a browser redirect HTTP message with the Authorization Response containing the authorization code.

Step 3e: 
The UE IdM Client performs a HTTP POST request to exchange the authorization code for an access token. In the request, the client includes the code-verifier string. This string is cryptographically associated with the code_challenge value provided in the Authorization Request in Step 3a.

Step 3f: 
The IdM Server verifies the IdM Client based on the received code-verifier string and issues a 200 OK with an access token and ID token (specific to the MCPTT user and MCPTT service) included in it.

NOTE: The server verifies by calculating the code challenge from the received code_verifier and comparing it with the code_challenge value provided by the client in Step 3a.

Step 3g: 
The access token and ID token are provided to the MCPTT client.
Step 3h:
The MCPTT client may forward the access token to the MCPTT server over the SIP-1/SIP-2 interface.  The MCPTT server may then authorize the MCPTT user and then may bind the MCPTT user to the SIP session.
Step 4: 
The MCPTT client establishes TLS on the HTTP-1 interface and forwards the access token to the MCPTT application server. The MCPTT application server authorizes the MCPTT user and binds the user to the HTTP-1 session. Once the user is authorized, the MCPTT application server provides the user’s profile and permissions to the MCPTT client over the HTTP-1 interface.  


************* End of first change *********************************************

3. Conclusion

In support of Stage 1 and Stage 2 security requirements, we kindly ask SA3 to consider acceptance of this pCR.
3GPP
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