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Abstract of document:

TR 33.860 is a study of the EGPRS access security in relation to cellular IoT, and an evaluation of possible technical security enhancements needed to support such services. 
SA3 has studied how the integrity protection mechanism for protecting the control plane between UE and SGSN could be introduced to EGPRS. The study investigates secure and round-trip optimized algorithm negotiation, the choice of ciphering and integrity protection algorithms, protection of Mobility Management messages, and data efficient re-keying. 

Changes since last presentation to SA Meeting #<N>:

This is the first presentation. 

Outstanding Issues:

Design of the new cellular algorithms GEA5, GIA4 and GIA5 with CT1 and ETSI SAGE. 
There are protocol specific issues that are still analysed with CT1: protection of algorithm negotiation, and how the LLC protocol is carrying the MAC needed for integrity protection. 

SA3 is still studying the need for integrity protection of user data, and how that could be activated when needed. 

Contentious Issues:

None. 
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