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Abstract of the contribution: This contribution proposes to Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117
1. Introduction 
We propose to Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117.
1. Proposed pCR
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5.2.3.4.6.2	Role-based access control
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The network product shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).
The network product supports RBAC, in particular, for OAM privilege management for network product Management and Maintenance, including authorization of the operation for configuration data and software via the network product console interface. 
Security Objective references: tba.
Test case: 
Purpose:
Verify that users are granted with role-based privileges. 
Procedure and execution steps:
Pre-Conditions:
· The Network Product is powered on.
· The tester has privilege to create a new user.
The user is authorised by the tester based on the set of controls in RBAC system. 
Execution Steps
1. The tester logs into Network Product application using admin account 
2. The tester creates user A, and grants System Admin role to A
3. The tester creates user B, and grants low-level role (e.g. Fault Management role) to B
4. The tester performs login action with user A, does operations that  System Admin can do, e.g. modifying other users’ passwords, accessing and viewing system log files, or executing NE management
5. The tester performs login action with user B, and performs low-level role (e.g. fault Management)
6. The tester performs login action with user B, does operations that System Admin can do. 
7. The tester repeats the above steps using different interfaces to log into the Network Product application.
Expected Results:
1. In RBAC system, user A and B have granted different privileges
2. User A has System Admin’s privileges and can perform operations that System Admin can do.
3. User B has low-level privileges (e.g. Fault Management privileges) and can perform operations about low-level role (e.g. Fault Management).
4. User B has no System Admin’s privileges and cannot perform operations that System Admin can do
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results.
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