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Abstract of the contribution: This contribution addresses the Editor’s Note in Section 7.2 by providing a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against other SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980.

1. Introduction
This pCR provides an analysis and justification for Solution #2: MCPTT User Authentication and Registration based on OpenID Connect.

The agreement to perform a comparative analysis of Solution #2 is explained in the editor’s note of 33.879 Section 7.2, “Editor’s Note:  A comparative analysis and justification of this solution versus 3GPP Single Sign-On solutions specified in TR 33.895 [18], TS 33.924 [19], and TS 33.980 [20] needs to be completed.  This comparative analysis and justification is to be performed against the MCPTT stage 1 (TS 22.179 [2]) and MCPTT stage 2 (TS 23.179 [10]) security requirements”.

An analysis was performed based on the above criteria with the results documented in the following pCR and accompanying discussion paper.
As explained in document S3-152558 “MCPTT Drafting Session Minutes Wednesday 11th Nov” during the November 11, 2015 MCPTT drafting session, it was agreed that the description of the authentication framework from S3-152558 would be provided here to complete this section.
2. pCR to TR 33.879

************* Start of change 1 *********************************************

7.2 Solution #2: MCPTT User Authentication and Registration based on OpenID Connect


************* End of change 1 *********************************************

************* Start of change 2 *********************************************

8.2 MCPTT User Authentication and Registration 

The User Authentication procedure in Step 3 of Figure 7.2-1 is further detailed into 3 sub steps that comprise the MCPTT user authentication framework:

    3(a) – Establish a secure tunnel between the MCPTT UE and Identity Management (IdM) server (SA Establishment).

    3(b) – Perform the User Authentication Process (User proves their identity).

    3(c) – Deliver the unique credential to the MCPTT client.

Following step 3(c), the MCPTT client uses the credential(s) obtained from step 3(c) to perform MCPTT service authorization as per procedure 4 in Figure 7.2-1.  
NOTE: MCPTT service authorization in step 4 of Figure 7.2-1 is outside the scope of the User Authentication framework.

Editor’s Note:  Further work may be required to complete the specification of a User Authentication framework.
***************** End of change 2 ********************************************
***************** Start of change 3 *******************************************



***************** End of change 3 ********************************************
3. Conclusion

Based on the MCPTT User Authentication requirements and the comparative analysis, we kindly ask SA3 to accept the above pCR.

