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Abstract of the contribution: This contribution proposes HTTP-1 authentication and interface protection procedures between the UE and the CSC.
1. Introduction

This contribution proposes TLS based protection and certificate or PSK based authentication for HTTP-1 interface. 
2. pCR
***************First Change****************
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***************Second Change****************

7.X
Solution #X: HTTP-1 interface protection
7.X.1
General

The HTTP-1 reference point is specified between the MCPTT UE HTTP client and the HTTP application server for MCPTT data management of the MCPTT service. 
7.X.2
Authentication for Common Service Core (CSC) access

Based on the configuration provided with the MCPTT client in the UE, mutual authentication based on certificates may be performed between the HTTP Client in the MCPTT UE and the HTTP Proxy. Mutual authentication based on certificate is performed according to the profiles given in TS 33.310 [xx], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. The exact process for establishing the TLS connections is dependent on the MCPTT client in the UE and is outside the scope of this specification. Guidance on certificate based mutual authentication is provided in TS 33.222 [yy], Annex B.

Based on the configuration provided with the MCPTT client in the UE, mutual authentication based on pre-shared key may be performed between the HTTP Client in the MCPTT UE and the HTTP Proxy. 

7.X.3
HTTP-1 interface security 

HTTP-1interface is protected using Transport Layer Security (TLS). The profile for TLS implementation and usage as specified in TS 33.310 [xx], Annex E is used. 
If SCTP is supported, then DTLS is used for protection. The security profile for DTLS as defined in TS 33.310 [xx], Annex E is used.

If the PSK TLS based authentication mechanism is supported, the HTTP client in the MCPTT UE and the HTTP Proxy supports the TLS version, PSK Ciphersuites and TLS Extensions as specified in the TLS profile given in TS 33.310 [xx], Annex E. The usage of Pre-Shared Key Ciphersuites for TLS is specified in the TLS profile as given in TS 33.310 [xx], Annex E is used.  
Ed.Note: TS 23.179 specifies that HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002. Security for Ut reference point allows also other authentication options as specified above. It is ffs whether they would be suitable for MCPTT.

***************End of Changes****************

3. Conclusion
SA3 is kindly requested to agree the pCR (section 2) for TR 33.879
