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Abstract of the contribution: This contribution proposes to add an NOTE for clarifying security context handling in ME when switching USIMs in case that the two USIMs are located in one UICC. 
1 Introduction
In S3-152102 approved in last SA3 meeting, following statement were agreed to be included in TR 33.897:

“When transiting to/from an IOPS mode cell, the remaining authentication data (including authentication vector(s) and security context) in MME and UE shall be handled as transitioning into EMM-DEREGISTERED state according to TS 33.401[6].”
However, in IOPS mode, two USIMs can be located in one UICC. In case that the two USIMs are located in the same UICC and they do not support storage of EPS native security context, EPS native security contexts generated from different USIMs need to be stored on MEs when UE transition to EMM-DEREGISTERED state. The management of these EPS native security contexts in the ME in this case is not described in current 33.401.

Since the UICC with two USIMs is different with traditional UICC with R99 USIM, it can mandate the support of EPS native security context in this kind of USIMs. And if the USIMs support storage of EPS native security context, the EPS native security will not be stored on ME. So the problem mentioned in previous paragraph can be solved.

It is proposed to add an NOTE behind the corresponding statement in TS 33.897. 
2 Proposal

It is proposed to approve the below pCR to TR 33.897.
******************************Begin of the change***************************

7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.
-
When transiting to/from IOPS mode, the remaining authentication data (including authentication vector(s) and security context) in the MME and UE shall be handled as transitioning into EMM-DEREGISTERED state according to TS 33.401 [6].
NOTE 0: It is assumed for the case of more than one USIM application located in a single UICC that EMM parameters are stored in the respective USIMs of the UICC. The full native EPS NAS security is therefore not stored on non-volatile memory in the ME when the UE transitions into EMM-DEREGISTERED state. This means the ME does not need to handle the storage of separate EPS native security contexts generated by different USIM applications on the single UICC as this behaviour is not something which is specified in 3GPP TS 33.401 [6].
-
Reuse of sequence number management schemes in 3GPP TS 33.102, Annex C [7] and re-synchronisation procedure in 3GPP TS 33.102, sub-clause 6.3.5 [7] to avoid sequence number mismatches for the case of inter IOPS network mobility.

NOTE 1: It is strongly recommended to follow the guidelines for interoperability in a multi-vendor environment from 3GPP TS 33.102, Annex C.4 [7].
NOTE 2: To conserve authentication vectors, it is strongly recommended that one authentication vector is provided per Authentication Data Response by the Local HSS.

******************************End of the change*****************************

