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Abstract of the contribution: This contribution provides details on the update of S3-151956, a CR on relay security that was presented at the last meeting.
Discussion 
The CR contained in S3-152431is an update of the S3-151956 that was submitted to the last SA3 meeting. The main areas of the CR that have bee updated are the following:

· Better description of the messages between the relay and the PKMF

· Addition of GBA PUSH procedures to enable the update of PRUK during the establishment of the connection between the Remote UE and Relay (highlighted in green in the CR). 
· Allowing the UE to send IMSI in case the PKMF has lost all information about the UE (highlighted in yellow in the CR).

The last addition is only necessary if SA3 feel that there is a risk that the PKMF can lose all information about a UE. The PKMF should be a highly trusted network element that needs to be contanstly available for processing Key Request from Public Safety UEs. For this reason, it seem that it could be assumed that the PKMF should not lose all the details of a UE and hence the UE can preserve its privacy better by not sending its IMSI for UE-to-network relay purpose. It is included in the CR to highlight the issue to SA3 so a decision can be made on this.   
The addition of GBA PUSH allows an update of PRUK inband with the UE to network relay connection establishment. This is an optimisation of what was previously proposed, but it can not be seen as a complete solution to the keying problem on its own. It is possible that the processing of a GPI may fail, e.g. due to a synchronisation error in the AV. If such a case occurs, then the PKMF needs to decide if it will still allow connectivity with a previous PRUK. 

We feel that the basic (non-GBA PUSH) method of keying proposes in S3-152431 is suitable for the UE-to-network relay case, as it ensures that there is always a PRUK available in the UE to be able to connect to the relay and provides a simple method of that key being updated while the relay is in coverage. It also allows a public safety operator to use non-GBA credentials (i.e. for the TLS connection between the UE and PKMF) if they wish to provide separate security from the network operator. 

Proposal

It is proposed that SA3 accept a (updated) version of S3-152431 after deciding if dealing with failures of the PKMF and the use of GBA Push are desirable. 
