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Abstract of the contribution: This contribution proposes the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality.
1. Introduction
Editor’s notes concerning potential security requirements for IOPS integrity and confidentiality remain in sub clause 6.3.3 of TR 33.897 [1]. This contribution intends to resolve these editor’s notes by:
1. For the first editor’s note: the requirement to which the editor’s note was referring is clarified by means of a NOTE.
2. For the second editor’s note: the requirement to which the editor’s note was referring is clarified by means of NOTEs.
3. Deleting the editor’s notes in sub clause 6.3.3.

2. Text proposals
~ ~ ~ Start of first text proposal ~ ~ ~

6.3
Key issue #2: Integrity and confidentiality for IOPS network

6.3.1
Key issue details
As defined in 3GPP TS 22.346, an Isolated E-UTRAN is characterized by having no, or a limited, backhaul connection in all these cases, the Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Sub clause 5.6.2 also states the requirements for security, authorization and privacy to be equally to existing LTE security. Thus, Local EPC supporting the Isolated E-UTRAN needs to support authentication and authorization of Public Safety UEs. It should be possible for both the network and the UEs to authenticate each other.

6.3.2
Security threat

Eavesdropping, modification of messages, replay attacks, masquerading are threats in IOPS networks. 

If UEs are not authenticated for network access, unauthorized UEs will be accessing and using the Isolated E-UTRAN network. 

Loss of confidentiality and integrity of ongoing communications, hijacking genuine communications sessions etc are potential security threats without authentication and authorization. Eavesdropping on ongoing communication and gathering information may be used against the Public Safety personnel during critical operations.

Unauthorized access and resource usage will consume much needed resources during critical disaster situations.
6.3.3
Potential security requirement
AS signalling between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality and integrity protected with replay protection.

NAS signalling between IOPS-capable Public Safety UE and local MME shall be confidentiality and integrity protected with replay protection.
An IOPS-capable Public Safety UE and a local EPC of an Isolated E-UTRAN shall perform mutual authentication.

User Plane communication between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality protected. 
Local EPC supporting the Isolated E-UTRAN shall support authorization of IOPS-capable Public Safety UE.
Communication between eNB and local EPC shall be confidentiality and integrity protected with replay protection.
Any signaling interface between any entity in the local EPC domain with any entity in the macro EPC domain shall be confidentiality and integrity protected.
NOTE 1: The IOPS solution described in 3GPP TS 23.401 [10] addresses only the scenario of a Local EPC with no backhaul to the Macro EPC. The architecture does not allow for eNBs to be connected to both a Local EPC and Macro EPC simultaneously. Furthermore, the architecture does not allow for signaling between Local and Macro EPC.

Any signaling interface between any entity in one local EPC domain with any entity in another local EPC domain shall be confidentiality and integrity protected.
NOTE 2: The IOPS solution described in 3GPP TS 23.401 [10] means an eNB operating in IOPS mode may only establish an S1 interface to one Local EPC (either a co-located Local EPC or a Local EPC within the local IP network). The S1 interface between an eNB operating in IOPS mode and a Local EPC is subject to the same security requirements as for an S1 interface between an eNB and a Macro EPC.
NOTE 3: Due to exposed nature of IOPS network elements the security of the user plane between core network entities in a local EPC may need to be protected.

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~
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~ ~ ~ End of second text proposal ~ ~ ~
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