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Abstract of the contribution: This contribution extends the threat scenario of local AuC compromise and provides resolution while making the solution scalable by mitigating a compromise of one local HSS in an IOPS network in such a way that the USIMs do not need to be swapped and the other local HSS are not affected.
1. Introduction
In the last meeting SA3#80 it was acknowledged that the current solution proposal based on the architecture discussions in SA2 assumes that credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication. Key issue 1 mentions a related problem, but gives later only the solution for macro HSS and Local HSS, not for the Local HSSs use case:
“Furthermore, using the same credentials in different networks is against the paradigm of cryptographic separation of authentication material.”

I.e. currently the TR proposed solution only handles the requirement to have different credentials used for Macro EPC and the Local EPC. However, IOPS architecture allows that several Local EPCs could be operated and provisioned with credentials. For this use case, it has been assumed that the same credentials for isolated operation of E-UTRAN would be used. This makes sense because of the nature of usage of IOPS networks, but has disadvantages. 
Such system design has been acknowledged to be very fragile in SA3#80 meeting. The threat seen, if the same credentials would be used for local operation, is as follows:

If one of these Local HSSs was compromised by an attacker, either in the form that the attacker could obtain the credentials or that the attacker could control the interface to the local HSS, this implies that for all subscribers whose credentials were stored in the compromised local AuC the USIMs out in the field have to be swapped and the subscriber credentials have to be re-provisioned in all local AuCs. 
This pCR includes the problem statement under the threat section and discusses scalability issues. How the problem could be overcome is discussed in the evaluation section of the TR.
2. Text proposal

~ ~ ~ Start of first text proposal ~ ~ ~

6.5.2
Security threat
6.5.2.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network could be intercepted by an unauthorised individual.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network could be intercepted by an unauthorised individual.

6.5.2.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The theft of the Local AuC from an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely a Local EPC co-located with an eNB would be more secure given the inherent physical security of an infrastructure deployment, e.g. locked equipment cabinets and protective fences. In either case theft of the Local AuC would mean UEs would no longer be able to connect to the IOPS network using USIM-based security. The security keys for ‘normal’ network operation would not be affected and so ‘normal’ network operation could continue without any impact on service.
Another threat relates to the fact, if same credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation, which is needed where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication. If one of the local HSSs was then compromised by an attacker, either in the form that the attacker could obtain the credentials or that the attacker could control the interface to the local HSS, the implications are wide-ranging: For all subscribers the credentials that were stored in the compromised local AuC the USIMs out in the field, have to be swapped and the subscriber credentials have to be re-provisioned in all local AuCs. 
Theft or loss of a UE/UICC: The model for handling the theft or loss of a UE/UICC within an Isolated E-UTRAN follows in a similar way to that of the ‘normal’ network case; for example revocation of service to the UE in question.

Theft and unauthorised use of an eNB/NeNB: The theft of an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely the theft of an eNB is less likely given the inherent physical security of an infrastructure deployment. An adversary could use a stolen eNB/NeNB to impersonate the operator, intercept user traffic, conduct traffic analysis, perform manipulation and create a denial of service attack.

6.5.2.3 Impersonation

Impersonation of an eNB/NeNB: It is conceivable that an adversary could use equipment to impersonate an IOPS network. This can lead to a denial of service attack where a user is connected to a malicious network and as a result is unable to communicate with other users in the true IOPS network.

Impersonation of a UE: An adversary may gain unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC).

Exposure of the IMSI: It is acknowledged that the transmission of the IMSI is undertaken as infrequently as possible in order to protect the user’s permanent identity; and use instead temporary identifiers. During transition to IOPS operation it may be necessary for the UE to transmit its IMSI since the Local EPC may have no knowledge of the users it is serving. Furthermore inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks.

6.5.2.4 Malicious switching of USIM applications

Malicious switching of USIM applications refers to the threat posed by a user who manipulates a UE and attempts to use a USIM application to perform AKA (and gain unauthorised access) to a network for which that particular application is not intended.

Attempting access using alternative credentials: From the perspective of an IOPS-capable network then malicious switching of the USIM application in a UE will constitute an attempt to obtain access to the network using alternative credentials.

The means by which a user could manipulate a UE is, for example, to instruct the UE to select a USIM Application Identity (see sub clause 7.1.1) which would result in the UE using a USIM application inconsistent with the network configuration the UE is operating under. Furthermore the user may instruct the UE to ignore any IOPS network indication between that contained in the USIM application and that read in System Information (SIB1).
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

8.1.3
Scalability
8.1.3.1 Hardware dimensioning
Given that IOPS only applies to Public Safety operation then the entire user database provisioned in the infrastructure network does not need to be replicated and maintained at the Local HSS. Typically the number of Public Safety users would be measured in the 10,000s whereas commercial users would be measured in the millions. The hardware platform used to host the Local EPC will probably be co-located with eNBs in the E-UTRAN and will, therefore, impose some fixed limit, depending upon the storage available for credentials, on the number of Public Safety users that may be supported by the Local HSS. However, given the ready availability of secure storage options of the order of 10s of Gigabytes (e.g. secure flash drives) memory for storage of credentials is unlikely to be an issue for the numbers of Public Safety users that might need to be supported.
8.1.3.2 Provisioning of credentials

Credentials for all Public Safety users need to be maintained at all Local HSS entities in preparation for such a time when isolated operation occurs. The provisioning and management of these credentials can be performed during ‘normal’ (backhaul connected) operation and therefore, can be provided in a secure manner within the context of the E-UTRAN operation.

An existing transport mechanism (for example an interface used for the management of an (N)eNB)) can be used to maintain user security credentials between the Macro HSS (or an entity managing on behalf of the Macro HSS) and Local HSSs. This process would take place when user security credentials are updated in the Macro HSS (as currently defined within the operator’s provisioning mechanism) and therefore any Public Safety user security credentials would propagate down to update the Local HSSs.

NOTE: The solution for IOPS AKA based upon a primary and a secondary USIM application (see sub clause 7.1.1) means that for a given Public Safety UE credentials related to the primary USIM application are present in the Macro HSS while the credentials related to secondary USIM application are present in the Local HSSs.
The provisioning and management of these credentials is not an onerous task given that changes to individual Public Safety users’ credentials will happen infrequently. The Public Safety user base would be in the most part static, and, with the expectation that isolated operation will be infrequent; the propagation of updates to the Local HSSs can be performed over an extended period of time.

8.1.3.3 Replacement of credentials in case of compromise of a local HSS

Section 6.5.2.X describes the threat scenario if one of these local HSSs was compromised by an attacker. In this case either the attacker could obtain the credentials or the attacker could control the interface to the local HSS. The implication is wide ranging: for all subscribers whose credentials were stored in the compromised local HSS/AuC the USIMs out in the field would have to be swapped and the subscriber credentials have to be re-provisioned in all local HSSs. 
One approach to address such a compromise may be as follows.  For each IOPS network n, to which a UE is supposed to connect at one time, the local HSS_n can be provisioned with a separate long-term subscriber key K_n. Correspondingly, in the UE there can be as many USIMs as there are local HSS and keys K_n. However, this approach may not scale from a UE point of view, depending on the number of keys K_n. Furthermore, the UE may need a way to find out which USIM on the UICC to activate when the UE connects to a particular IOPS network. Additionally, there may need to be mechanism by which a local HSS that has been recognized as compromised can no longer be used for communicating with UEs. 
To mitigate a compromise of one local HSS in an IOPS network in such a way that the USIMs do not need to be swapped and the other local HSS are not affected, each local HSS may still be provisioned with a different subscriber key K_n per UE. K_n is derived from the IOPS master subscriber key per UE in the IOPS-dedicated USIM and a unique Local EPC identifier (e.g. TAI, the Tracking Area Identifier as specified in 3GPP TS 23.003). The local HSS does not know any IOPS master subscriber key, it is only provisioned with the pre-calculted K_n for each subscribed IOPS-enabled UE. Thus, in case of a compromise of one local HSS, other local HSS are not affected (because they have a different set of secrets and it is assumed that an attacker knowing K_n cannot use this information to retrieve the corresponding IOPS master subscriber key). In addition, instead of swapping all USIMs, only the affected local HSS needs to be newly provisioned with keys derived from the IOPS master subscriber keys and a newly provisioned, unique Local EPC identifier.

When the UE attaches to an IOPS network, the UE activates the USIM application dedicated exclusively for IOPS and derives K_n based on the unique identifier broadcast by the particular local EPC and its IOPS master subscriber key. Local MME can run AKA based on the K_n using the same LTE AKA procedures as described in this specification. Since K_n is derived, the USIM application needs to keep in addition to the master subscriber key only the latest K_n, which then can be replaced by a new K_n when UE attaches to a different local EPC.

NOTE 0: The TAI or any other identifier uniquely identifying the local HSS could be sent from the ME to the UICC to activate the IOPS dedicated USIM application, but this would necessitate a change of the standardised interface. Instead, inside the UICC, there may be a mapping function that can map the USIM application identifier received from the ME at the time of USIM activation to a TAI (or other identifier), i.e. perform the reverse of the mapping operation that was performed in the ME. This mapping could be provisioned into the UICC. 

NOTE 1: Sequence number handling: One of the tasks of a USIM application is handling sequence numbers for the AKA protocol (cf. TS 33.401, which refers to TS 33.102 for this purpose). Often, an array is used as specified in TS 33.102, Annex C. The USIM dedicated exclusively for IOPS may use the same array for all keys K_n and increase a sequence number as if the authentication challenge came from a single HSS (instead of from several local HSS as in the present use case). This would work because the USIM with the added functions would, in this way, always see sequence numbers in the received authentication challenges that are equal or higher than those in the local HSSs, hence protection against replay of challenges continues to be guaranteed.
NOTE 2: Re-synchronisation: When a UE moves from one local HSS to the next one, it could happen that the second local HSS generates authentication vectors with a sequence number that is too low as seen from the USIM with the added functions. This would then result in a re-synchronisation procedure that would be successful as the AUTS parameter in the re-synchronisation procedure causes the local HSS to update its sequence number and consequently generate an authentication vector that will be accepted by the USIM. This would then result in a successful Attach procedure, albeit at the expense of some added delay. If the delay is a concern and re-synchronisation procedures may be frequent due to frequent movements of UEs between local AuCs then this problem could be almost completely solved by using the IND value of the sequence number to distinguish among local HSSs, i.e. set up the local HSSs such that they use only particular IND values out of the range of possible IND values. (In a typical implementation, IND has 5 bits, so that 32 local AuCs could be addressed, which should suffice.)
~ ~ ~ End of second text proposal ~ ~ ~

