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6.3
EPC-level discovery of ProSe-enabled UEs
6.3.1
Security for proximity request authentication and authorization

6.3.1.1
General

The ProSe Function of two UEs may belong to different PLMNs and, according to the current version of TS 23.303 [2], the application server is the entity which discloses the EPUID of a particular target UE to a ProSe Function so that it can request to the Prose Function managing that target UE the sending of its location information for a particular period of time.

The risk is that it would take just one Proximity Request from the UE for the ProSe Function to actually keep a record of [ALUID_B, EPUID_B, PFID_B] mapping and have the capability to later send a proximity request (step 4 of Proximity Request procedure in clause 5.5.5 of TS 23.303 [2]) although the UE didn't actually send a proximity request at all (step 4 of Proximity Request procedure in clause 5.5.5 of TS 23.303 [2]). This could lead to massive surveillance of users by other PLMNs that may be very difficult to detect by the PLMN which serves particular ProSe UEs.
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Figure 6.3.1.1-1: extract from 3GPP TS 23.303 [2], Proximity request procedure (clause 5.5.5)

6.3.1.2
Application Server-signed proximity request

UE A doesn't sign the proximity request sent to its ProSe Function A, but trusts the Application Server to control the authorization of the proximity request sent on its behalf.  

The authorization criteria can be based on detection mechanisms of very high volume of incoming proximity requests from a ProSe Function that doesn't match with the frequency usage of the ProSe Application by the users, or it can be based on a presence detection mechanism over the PC1 interface.

ProSe Function A requests an authorization to the Application Server for each proximity request it shall transmit over the PC2 interface. The Application Server returns parameters which specify which operations are authorized (e.g. authorized to send only one request, authorized to send X requests until particular date, etc…).

ProSe Function B is assured of the authenticity of the proximity request received from ProSe Function A by verifying the signature with a verification key from the Application Server. 

The token verification key is fetched over the PC2 interface between the ProSe Function B and the Application Server.

The procedure below further defines the Proximity Request procedure in clause 5.5.5 of TS 23.303 [2] to support authenticity of the request.
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Figure 6.3.1.2-1: Application Server-signed Proximity Request

1. Same as Step 1 of procedure in clause 5.5.5 of TS 23.303 [2]

2. Same as Step 2 of procedure in clause 5.5.5 of TS 23.303 [2]

3. The Application Server returns as part of the Map Response the following additional data: the authorized operations (e.g. authorized to send only one request, authorized to send X requests until particular date, etc…), a timestamp, the signature AS_signature of the cryptographic hash of the concatenation of the EPUID_A, the ALUID_A, the ALUID_B, the authorized operations and the timestamp value, and optionally the associated certificate CertKey_AS of Application Server's verification key.

4. ProSe Function A sends as part of the Proximity Request to ProSe Function B the following additional data: the AS_signature, ALUID_A, ALUID_B, the timestamp, the authorized operations, the Application ID and optionally the CertKey_AS's certificate.

4a. If the CertKey_AS's certificate wasn't part of the Proximity request, or that either the CertKey_AS's certificate or verification key wasn't stored in internal memory, then ProSe Function B sends a Verification Key fetching requests to Application Server's verification key (identifiable with the Application ID).

4b. The Application Server returns the verification key.

4c. If the verification of signature from the Application Server is successful then the procedure continues the procedure from step 5 in clause 5.5.5 of TS 23.303 [2].

6.3.1.3
Proximity request digital signature algorithms and key strength

The cryptographic length of the signing asymmetric keys shall have at least a key strength equivalent to a 128-bits symmetric key. The following digital signature algorithms may be used:

RSA as specified in FIPS 186-4 [15]: the minimum key length shall be 3072 bits. The minimal size for the hash function shall at least be SHA-256 which shall be used as specified by NIST [20].

DSA as specified in FIPS 186-4 [15]: the minimum key length shall be 256 bits.

ECDSA as specified in BSI TR-03111 [16]: the minimum key length shall be 256 bits, the elliptic curve domain parameters shall be selected among those available in RFC 5639 [17]. The corresponding hash function shall be chosen depending on the previously selected elliptic curve domain parameters (cf. clause 5 in RFC 5639 [17]).
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