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Abstract of the contribution:
This contribution proposes an update of S3-151800, which was postponed at SA3#80, to reflect the discussions held since and presents it in the form of a pCR to TS 33.117.
1 Introduction 

The present contribution is the result of extensive discussions during conference calls held between SA3#80 and SA3#81. 
2 Discussion

The general understanding of SCAS testing is that it is applied to a network product as supplied by the vendor. SCAS testing is not about security in operations and deployments. So, in particular, SCAS testing is to be independent of any operator guidelines or considerations on specific deployment scenarios. 

However, the expression “network product as supplied by the vendor” needs to be made more precise so that SCAS testing can be meaningfully applied. The expression could be understood in several ways: 

The SCAS tests are applied to the network product as it comes out of the factory, with no configuration done. This seems not very meaningful as some tests could be trivially successful without proving anything about security: e.g. when no services have been configured then hardening tests against those services will not reveal any weaknesses. 

The SCAS tests are applied to the network product, with the minimal configuration required for the specific test. In this way, it is possible to execute the specific test, however, it would not be possible to achieve the full benefits of certain tests. E.g. one could carry out vulnerability tests even without SNMP being configured, but any vulnerabilities relating to SNMP would not be caught. Furthermore different configurations interact and may lead to different results with a not predictable way. This makes it essential that all tests are performed with full configuration that enables as minimum entire 3GPP functionality and not only minimal configuration needed for the specific test.

We therefore propose the following text for inclusion in the TS 33.117. This text is to be placed before the text on the use of tools in testing, provided in a companion contribution. 
3 pCR to TS 33.117 v1.0.0

***
BEGIN OF FIRST CHANGE ***

5.1
Introduction

Editor's Note: tba
Pre-requisites for testing 

The SCAS tests, as described in the present specification, are to be applied to a network product whose software and hardware has been brought into use so that the network product can provide the intended functionality, either in a real network environment or in a simulated environment. This implies that, before any testing is performed, the hardware and software has been installed correctly, the network product is powered on, and communication has been established over all standardized interfaces and OAM interfaces related with the network product’s functionality, as described in the vendor’s documentation. 

Communication over external non standardized Interfaces that may exist and are marked as optional, according to the vendor’s documentation, shall also be established during testing unless they are explicitly marked as ”not recommended” in the vendor’s documentation. 

For each of the enabled external communication interfaces there may be various optional capabilities. During testing, all such capabilities shall be enabled unless they are explicitly marked as”not recommended” in the vendor’s documentation.

In some cases a testcase might require configuration changes as part of the execution steps or pre-conditions. After such test is executed and prior any further test execution it must be ensured that the state of the ToE is restored back in the original state.

SCAS testing is not about security in operations and deployments. So, in particular, SCAS testing is independent of any operator guidelines or considerations on specific deployment scenarios.

***
END OF FIRST CHANGE ***

